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Abstract: 

Cloud computing have the power to eliminate the cost of setting high end computing infrastructure.  It is a 
promising area or design to give very flexible architecture, accessible through the internet.  In the cloud 
computing environment the data will be reside at any of the data centers.  Due to that, some data center may leak 
the data stored on there, beyond the reach and control of the users.  For this kind of misbehaving data centers, 
the service providers should take care of the security and privacy of the data stored in the data centers through 
the cloud computing environment.  This survey paper try to elaborate and analyze the various unresolved issues 
in the cloud computing environment and try to propose an alternate method which can be useful to the various 
kind of users who are willing to get into the new era of cloud computing. Moreover this paper try to give some 
suggestions in the area of Securing the data while storing the data in the cloud server, implement new Data 
displacement strategies, Service Level Agreement between the user and the Cloud Service Provider and finally 
how to improve the Quality of Service.  
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1. INTRODUCTION 

NIST Definition to Cloud Computing  “Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of  configurable computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and released with minimal management effort or 
service provider interaction”. 

B. Kepes to Cloud “Put simply Cloud Computing is the infrastructural paradigm shift that enables the ascension 
of SaaS. It is a broad array of web based services aimed at allowing users to obtain a wide range of functional 
capabilities on a pay-as-you-go basis that previously required tremendous hardware/software investments and 
professional skills to acquire”. 

Cloud Computing is a long standing dream of Computing people, because it provide all the things as a service, it 
will be more user friendly to use.  It also reduce the CapEx of the IT industry.  Due to this technology the 
industry will use the balance amount into the innovative and promotional uses. 

Due to the development of Internet, various kinds of technologies are evolved.  One among the technology is 
“Cloud Computing Era”.  This technology is evolved as a modern technology and all the software companies 
are trying to enter into the world of Cloud Computing.  In the upcoming years the market share of cloud 
computing will be increased massively. 

The combination of Hardware service and Software service is called as Cloud.  The user of the cloud computing 
environment will have the following advantages. 

Elimination of the upfront commitment, if they are in a need they go for the cloud provisioning. Avoidance of 
infinite computing resources. Ability to pay per use model for the short term or long term basis. 
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If a user willing to use the cloud environment they need not be a over provisioning infrastructure.  If they are in 
a need of things they can adopt and accept the services from the Cloud and pay for the usage and return back the 
provisioning they had.  It is very easy to adopt or use. 

 

The advantage of cloud computing environment are (i) We can reduce the Hardware and Maintenance cost (ii) 
Accessibility around the globe (iii) Flexibility (Cloud computing is an Elasticity Computing by nature itself).  
By using the cloud computing the customer need not worry about software up gradation and software licensing.   

2. COMPARING CLOUD WITH GRID 

In this section we are going to compare the Cloud Computing Environment with Grid Computing Architecture.  

In Grid Computing the Resource Sharing is fair, it provides ability to Virtualizes, Security services and 
Credential delegation to access all the resources available, Scalable is mainly by increasing the number of 
working nodes, Payment is done by public funding, It uses fixed payment per service, and they are committed to 
a concrete in Quality of Service. 

On the other hand the Cloud Computing Environment it provides the Resource on demand, it also provides 
virtualizes hardware, in Security services each user has unique access to its individual users, it offers automatic 
resizing for scalability, by dynamic reconfiguration.  

So it will be more comfort in cloud, it has been driven for commercial offers, it is a pay per use model, Quality 
of service is internet feature based. Both model Supports heterogeneous hardware and software resources. 

However, what distinguishes Cloud Computing from Grid Computing is being web-centric, despite some of its 
definitions being conceptually similar. 

3. SERVICES AND TYPES OF CLOUD 

By cloud computing the customer can have anything as a service. The various kinds of services provided by the 
cloud computing environment are  

(i) Software as a Service (SaaS), 

(ii)  Platform as a Service (PasS), 

(iii)  Infrastructure as a Service (IaaS) and more over the customer can have,  

(iv)  anything as a service (XaaS).   

The Customer will be free from investing more for hardware and software.  The customer has to pay only for the 
use. The various kinds of basic cloud architecture are as follows  

3.1 Public Cloud:  

The cloud which is made available to public as pay per use model. Ex: Amazon Web Services, Google App 
Engine and Microsoft Azure. 

3.2 Private Cloud:  

If the Cloud which is provisioned only for the use of particular people, this kind of cloud environment will not 
be allow the public uses. Ex: Data Centers for private companies. 

3.3 Community Cloud:  

The Community Cloud is as much a social structure as a technology paradigm, because of the community 
ownership of the infrastructure. Carrying with it a degree of economic scalability. 

3.4 Hybrid Cloud :  

A hybrid cloud is a combination of public and private clouds. The definition from the National Institute of 
Standards and Technology (NIST), “a hybrid cloud is a combination of public and private clouds bound together 
by either standardized or proprietary technology that enables data and application portability”. 

Utility computing is getting new by various number of service providers.  They offer storage and virtual servers 
based on demand.  By this kind of service the user can have Flexible and Elastic services by on demand 

By the increase of on demand application through the growth of the internet, the potential of cyber attacks also 
increases.  Due to this we are going to discuss the risk factors, current system architecture, proposed system and 
conclusion in following sections of this paper. 

4. RISK FACTORS WHEN GET INTO THE CLOUD 

When a person or a company wants to get into the cloud computing environment they have to care about the 
following things like privacy, security, reliability, performance and portability.   

In this security is the major threat to the cloud computing because of the multi tenancy architecture.  So the 
service providers are also give the comfort of “trust us” to the users who are willing to move into the cloud 
environment.The service provider have to take the responsibility of the security issues at the following levels.   
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4.1  SQL Injection attacks 

This technology is used to attack the database through website.  It is a code injection method that exploits a 
security in a website. 

4.2 Cross site Scripting attacks 

It can be called as XSS, it is also a type of security vulnerability found in web applications. 

4.3 Man in middle attacks 

In this kind of attack the attacker makes a independent connection between the persons and watching the 
happenings without the knowledge of them. 

4.4 Denial of Service attacks 

In this kind of attack the server or the system will not be available when the request from the intended users. 

4.5  Sniffer attacks 

In this attack, if the packet is not encrypted a sniffer can read all the content of the packet.  Sniffer can be a 
application or a device. 

4.6  Security concern with the virtual machine Manager 

The service provider must be very care, on the service given to their users because they are running on the VM 
technology. 

Hyperviser or Virtual Machine Manager plays an important role in the cloud environment.  That allows multiple 
operating systems to run on the system at a same time.  The users mainly prefer the cloud environment for the 
storage purpose.  That is the data centers.  In this purpose there is no 100 percent surety for the security of the 
data stored in the data centers.  

In the next portion we are going to discuss the current architecture of the security model in the cloud computing 
environment. 

5. CURRENT SYSTEMS ARCHITECTURE 

 

 

 

 

 

 

 

 

 

Fig.1: Existing system architecture 

The entities available with the current architecture are users, cloud service providers, cloud storage servers and 
the optional third party. 

The data will be stored in various data centers through the CSP.  The user have to know the correctness of the 
data at equal feasible time interval.  If the user have no enough time to verify the correctness of the data, then 
the user will request and the delegate the work to the optional TPA to ensure the correctness of the data. 

In this method we should not sure about the issue of the data privacy. Because the data will be audited by TPA.  
In current system architecture the data flow will be done directly from the users and the CSP directly.  From the 
CSP the data will be stored in the data centers which one having the available facilities.  This model lacks the 
support of the public audit to ensure the data stored in the remote data centers because they are placed as 
optional only.  In some papers the TPA can be defined as an entity, that have more capable and expertise than 
the clients and is trusted to assess the risk of cloud storage services for the clients upon request.   

 

 

 

 

 

 

Mr.S.Subbiah et al. / International Journal of Engineering Science and Technology (IJEST)

ISSN : 0975-5462 Vol. 5 No.01 January 2013 51



 

 

6. PROPOSED SYSTEM 

 

 

 
 

 

 
 
 

 

Fig.2: Proposed system architecture 

In the proposed model, we are going to introduce the Trusted Third Party (TTP).  Because the biggest problem 
faced by the computer technology is data security, due to the users works with very sensitive information.  For 
that we are going to make a new model called Trusted Computing Technology (TCT) using TTP.  In the cloud 
environment various numbers of users want to join, it means join into the cloud computing environment, due to 
the elastic nature of the architecture. 

The proposed system consists of the following four directions to improve the quality of the Cloud Environment 

6.1    Enhanced Security 

6.2    New Data Displacement Strategies 

6.3    User oriented Service Level Agreement 

6.4    Improving the Quality of  Service 

6.1 Enhanced Security: 

Proposal 1:  Here we try to introduce a Trusted Third Party (TTP) like a ticket granting server.  If a user want to 
access the data stored in a cloud server or a data center the user must get authentication key from the TTP, then 
the user first interact with the Cloud Server, the authentication key will be verified then only the user will be 
allowed to access the data which is stored in the cloud server or the datacenter.  The user must get the 
authentication key for each and every time.  By this we can avoid the misbehaved nodes. 

If a user wants to join into the cloud, first step the user have to prove their identity. In this system the user first 
communicate with the TTP and reveal their identity.   Then the TTP check with the identity provided by the user 
and verify for the trust worthy of the user. If found the trustworthy then it will give a secure key.  The key may 
be combined with the system IP address, and the key given to the user will also be informed to the CSP and 
Cloud Data Center. 

Then the user has to enter into the cloud data center through the CSP with the secret key which was given by the 
TTP.  If the key match with the key given by TTP to the CSP, then the user will be allowed to access the Data 
Center. 

Proposal 2: In this proposal we try to implement a new strategy like SSS scheme for the encryption key (Secret 
Sharing Scheme).  This scheme will be work on the base of Onion Routing method.  By this the Encryption key 
will be split into number of pieces and will be stored among the various systems which are connected to the 
network, due to this if anyone node alone cannot get the data from the cloud server.  For this kind of operation 
we have to introduce more number of TTP’s. 

Proposal 3: Try to implement new enhanced methods for encryption use Polynomial Advanced Encryption 
Standard for Authentication phase and Elliptical Curve Cryptography for the encryption phase. Also try to add 
digital signature pattern to more secure. 

Proposal 4: Analyze the new enhanced standard with already existing algorithms like DES, Triple DES and 
Blow fish. 

6.2  New Data Displacement Strategies: 

By data displacement strategy the user will be allowed to choose the data centers were he wants to store the 
data.  The cloud service provider will also use the pattern matching technology to make decision in the storage 
area. 

6.3  User Oriented Service Level Agreement: 

In this area here we try to impose new user oriented service level agreement which will give more safer to user 
side like 

The service provider will provide Availability of the service to customer needs. 
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The service provider should follow the NIST standards and security practices. 

The CSP will provide confidentiality agreement. The CSP will disclose the contract termination date and 
policies of termination, and open strategies to move from one service provider to another one. 

The CSP will provide the details of the storage where the customer data is stored on the request by this the user 
will be know the position of their data, it gives safest mind set to the user. 

6.4  Improving the Quality of Service:  

By the implementation of the above sections, we are going to analyze current improvement in the Quality of the 
service both the view of user side as well as in the service provider side. 

7. CONCLUSION 

By this paper we are proposing a new architecture to secure the data stored in cloud data center.  More over in 
this paper we try to implement data displacement strategy, user oriented Service Level Agreement and Improve 
the Quality of the service. In future the system can be more improvised using more number of TTP to 
authenticate the users.  Some kind of latest algorithms can be implemented.  This method will provide more 
security to the cloud computing environment to achieve the trusted computing technology.  The integration of 
architecture in the cloud based environment is some what challenging than other areas.  So, we will make the 
actual design and implementation in the near future by using the various kinds of algorithms and get the result 
through the simulation environment.  
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