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This whitepaper provides a detailed explanation of a new wireless switching
technology that will allow for large and secure deployments of WLANS.

The explosion of wireless networking on the scene in the past few years has been unprecedented. Many

compare the market acceptance of this technology to the advent of the early days of Ethernet. When

Ethernet was adopted as a standard, it was quickly embraced by the users of PCs, and the acceptance of

wireless LANs has followed a similar path. Comparatively, the adoption of the wireless standard, IEEE 802.11,

(also known as Wi-Fi) and use of mobile computing platforms is the basis of the wireless revolution.

While this is a very good comparative analysis, in the real sense the adoption rate of wireless LANs has

been much higher. The worker of today has morphed into a mobile worker that has grown accustomed

to information on the fly, and will demand information inside and outside of the workplace. These factors

have converged and are providing the impetus for the hyper acceptance of wireless technologies where

by IT professionals are faced with the choice of embracing the technology or having it implemented by

their users. 

Wireless Adoption at Warp Speed
The next logical evolution of the technology was to make it ubiquitous to the mobile wireless worker.

Intel is helping this technology “cross the chasm” into the mainstream by spending $300 million to

market their introduction of the Centrino™ mobile technology, which provides built-in Wi-Fi for the

mobile computing platform. 

Universal acceptance and low price points have accelerated adoption in the SOHO marketplace as well

as the enterprise. However in the case of the enterprise, the large scale indoor and outdoor campus

deployments have been limited by the technical, security, and management complexity of the current

model of the access point (AP)/or port.

The successful roll-out of a large wide scale deployment of Wi-Fi that replaces the AP model could even-

tually replace some or more of the costly wide area cellular services such as CDPD or GPRS.

The Challenges of Wi-Fi in Large Deployments
Unlike their wired cousin Ethernet, wireless Ethernet poses very unique challenges because of the medium

and this is particularly true in large deployments. These issues are installations, network management,

quality of service, and additionally the control of security both from a wireless and authentication side.

How do you manage the network to ensure the quality of service? How can you effectively and efficiently

cover large areas with Wi-Fi so that all workers have access to the network; keeping all of these other

factors in mind? And furthermore, businesses are now beginning to look at using wireless for voice-over

IP in concert with data. This further enhances the return of investment on this technology, but poses

unique challenges to maintain the quality of service required for the voice-over IP latency requirements. 

But what about the issues of installation? The present WLAN model requires hard wiring dozens of

APs to cover the large areas where users demand wireless coverage. Not only is it expensive to deploy a

microcellular installation, but maintaining large numbers of end points on the network via this archi-

tecture, is a strain on network management resources.
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All of these issues have posed unique problems for the traditional design of the 802.11b solution. In the

early days of Ethernet, personal computers, were simply connected to a hub architecture. This is also

true of the wireless networks where the client devices connect to a wireless access point, or wireless hub.

This is very effective for simple installations in a home or a small office, but scaling this architecture to

large networks becomes problematic. Deploying dozens of APs or fixed wireless customer premises

equipment again raises the issues of installation, network management, security, and quality of service.

A new way of addressing the needs of large enterprise deployments of hundreds of users in either a 

single building or campus locations must be addressed.

The Next Step in Wireless Evolution – Wireless Switching
The next logical crossing the chasm technology is the switched wireless network. This switched environment

would now allow the centralized management of security, quality of service, and the ability to correctly

manage the wireless environment. This would further allow for an easy and centralized way to update

the firmware and software. The advent of wireless switching presents an architecturally sound model

for the deployment and management of wireless LANS. Because of the unique nature of wireless LANS,

the design of this wireless switch has to be different than a standard network switch. This wireless

switch must also have the ability to manage the wireless characteristics of the network in order to handle

different radio strategies and allocations, simultaneous VLANs, and rogue access point detection as a

form of security. 

A New Paradigm Changes a Technology
At any given stage of technology change and market opportunity there are always developments that

will follow the revenue producing trend. There is the rare instance a new technology platform is created

that represents a transformational solution rather than an incremental improvement. A new paradigm

is created rather than attacking the problems of an outdated solution.

The following presents such a first technology; one that has brought together true wireless network

switching and combined unprecedented technical revolutions in radio frequency design and deploy-

ment technologies. 

Microcellular Implementation
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Phased Array Antenna Extends Wi-Fi Range
A new systems approach has been taken by Vivato, Inc. of San Francisco, California for the design and

integration of Wi-Fi deployments that will provide the flexibility and functionality needed for large scale

Wi-Fi implementations. First and foremost is the use of a unique phased array antenna panel which 

significantly extends the range of Wi-Fi transmissions from tens of meters to kilometers. The military

originally used phased array antennas in RADAR applications, demonstrating the power of this technology.

This powerful antenna is combined with a centralized intelligent switch that mirrors the same manage-

ment model as the Ethernet switch, but takes into account the specialized aspects of the management

of wireless LANS. The long range capabilities of this WLAN switch solve the issues of installing dozens

of access points to provide Wi-Fi coverage to a large area. 

Rather than emitting Wi-Fi in a 360 degree area, this Wi-Fi Switch has a field of view of 100 degrees and

will associate with any client within this field of view. It only transmits when a client is active by send-

ing a narrow beam of Wi-Fi directly to the client. The powerful antenna is used to send and receive on a

packet by packet basis, enabling seemingly multiple conversations at the same time. Wireless switching

occurs between each client as they have a dedicated connection to the network. 

These phased array panels can be used both indoors and outdoors. Indoor panels are designed to be

mounted flat on a wall or in a corner that can provide coverage for an entire floor in the 100 degree 

horizontal field of view with a range of up to 300 meters. Again, this eliminates the need to install and

maintain multiple access points. 

Because an outdoor switch is exposed to the elements of nature it must be enclosed in a dust and 

moisture proof, temperature controlled environment. This is accomplished by incorporating the Wi-Fi

Switch in a NEMA 4 rated enclosure to withstand severe weather environments. The weatherproof

enclosure is a complete package that can easily be mounted on the outside of a building or on a tower.

An outdoor wireless switch can provide Wi-Fi coverage for an entire building from the outside or create a

network with other Vivato Outdoor Switches to cover multiple buildings. The range is up to 4 kilometers for

the Vivato Outdoor Switch and it can penetrate buildings for 11 Mbps connections from up to 1 kilometer away.

Beams of a Phased Array
100° Field of View
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We have now logically crossed the chasm from the “old model” of connecting a “sea” of APs or hubs,

foremost to the example of what occurred in the wired Ethernet world. The better solution to meeting

the challenges of true wireless networking has arrived. 

Details of a Phased Array Antenna
Using phased array technology is new and novel to the wireless LAN industry, but it is not new in the

communications domain. The principle of phased array has been applied in RADAR since World War II.

Phased array antennas are capable of moving the beam position in space by the electronic movement of

the entire array structure without moving any mechanical parts. The term “phased array” originated

from sinusoidal signals such as electromagnetic waves and the time delay that can be translated as a

shift of the phase of the signal. 

Due to the characteristics of a phased array, it allows the signal to be directional and less visible to 

radiating interference, thus the technical rationale of why it was used for radar. In the world of WLANs,

using a phased array system equates to less interference from other devices because of the narrow direc-

tional beams. This is particularly important due to the unlicensed and free spectrum in which it operates.

The Vivato switch is a phased array panel comprised of 128 array elements that work in unison to trans-

mit the 802.11 protocol. The beamed power is provided only where it is needed, and consequently there

is a significant reduction in co-channel interference. As a result of the considerable increase in antenna

gain, the range of transmit and receive distance is increased significantly. Therefore, the Wi-Fi range of

the switch can be measured in kilometers rather than meters for a typical microcellular architecture.

Indoor Deployment Outdoor Deployment

Indoor Wi-Fi Phased
Array Antenna

Outdoor Wi-Fi Phased
Array Antenna
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PacketSteering™ Technology
The ability to use a smart antenna with the 802.11 specification has required the complexities of the

technology to be hidden behind the functionality. A phased array antenna has multiple shaped packet

beams that can be used to receive and transmit. The beams are “phased” in fashion, and thus this

allows them to be very narrow. The 802.11b specification only allows up to three simultaneous channels

to be transmitted at any given time. This is done on the non-overlapping channels of 1, 6 and 11. Once

the signal is locked in, the appropriate beam is directed to that client to transmit data on a packet by

packet basis. The ability to move the data in this fashion is a patent-pending technology from Vivato called

“PacketSteering.” This is unlike the traditional AP architecture where data or packets are continuously

“blasted” out from an omni-directional antenna at random with no control or shape to reach the end client. 

The space, time, and channel multiplexing nature of phased array allows for the more efficient operation

of the RF transmission. This creates a more secure environment because the beams are narrow in nature

and only active when needed. Because of the huge increases in the efficiencies of radio transmission,

the 802.11b data rate fallback to 5.5 Mbps or 2 Mbps only occur when the signal becomes weak at very

great distances. 

Looking forward, the deployment of wireless technology will continue unabated with the approved

802.11g standard. Although this standard offers higher data rates it is offset by a shorter range. However,

the use of phased array technology will again increase the range dramatically. The use of 802.11b/a/g

will continue to drive the wide deployment of enterprise networks both indoors and outdoors. The use

of phased-array technology combined with Ethernet switching functionality is an approach to deploying

large scale Wi-Fi networks that has many end user financial benefits both initially, and long term. 

Whereby a single indoor panel may cover one or more floors, a standard AP depending upon the envi-

ronment may only cover a few hundred feet. This new architecture effectively reduces the cost of 

running cable to the APs throughout the floor, as well as the effort required to manage these additional

network elements. 

The next financial benefit is the ability to control and manage the environment for security and network

operations with the same system that is used to manage the wired network. The statistical reliability of

the network goes up because there are fewer end points to the network versus the “ocean” of APs. Less

points of failure also means less physical resources are needed to keep the network running smoothly.

Additionally, site surveys are simplified and a real-time way of addressing the security concerns of the

wireless environment can be utilized. 

Flexibility – A Key Attribute
Creating an integrated wireless solution should provide for a suite of options to solve the needs of the

enterprise. A Wi-Fi bridge/router product can be used to supplement the capabilities of the wireless

switch. There are three applications where flexibility becomes important:

• Filling in gaps of Wi-Fi coverage due to obstructions 

• Extending the range of Wi-Fi coverage

• Providing wireless backhaul
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Often flexibility is needed with the deployment of Wi-Fi to cover adjunct areas or other voids in cover-

age due to physical barriers. The bridge/router could be used in an indoor environment to extend the

range from an outdoor switch to inside of a building, or to extend the coverage into subterranean or

other difficult areas.

Flexibility to deploy Wi-Fi to provide access to all areas is an important part of any system. For instance,

power can be made readily available for many deployments but Ethernet for backhaul can sometimes be

a challenge. A Wi-Fi bridge/router can be used as backhaul from inside a building to feed an outdoor

panel that can in turn provide wireless coverage for the entire building from the outside.

Management is the Control
Management and security provide the underlying foundation of any network configuration. Good

design provides flexibility. This Wi-Fi switching design provides a central management console which

integrates back-end server management with a switch configuration. Multiple Wi-Fi switches can be

managed from the single console which not only reduces the management burden but also lessens the

chances of typing an error that can create an administrative nightmare. Detailed aspects of this design

provide for client provisioning, fault management, and scalable management. The console provides the

constant monitoring and status of the network with the ability to set alerts for personalized management

configuration. The design allows for the management of other Wi-Fi switches or other devices and auto-

mates tasks that are repetitive. 

Unlike network switching, which manages network traffic at a Layer 2 level, radio frequency energy is

optimized using phased array switch technology. Due to the unique architecture of this Wi-Fi switching

system, IT resources do not have to be concerned if AP#42 has the correct address or security settings

for the marketing department or if all 63 APs on the network have been upgraded to the latest firmware. 

A Web user interface (UI) integrates through a network management system of choice and can allow

for extensive MIB support through SNMP v2/v3, CLI, XML or HTTPS. A system that is designed to fit

the needs of your network should be flexible enough to be managed the way you want to manage it, and

not lock you into yet another proprietary system. This system can be managed with the most popular

management systems such as HP–Openview, IBM–Tivoli, or Computer Associates–Uni-Center. 

Filling Coverage Gaps Wi-Fi Backhaul Range Extension

Ethernet

Ethernet

1 Kilometer

Wi-Fi
Obstruction
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IT Managers will have an easy way to collect RMON graphs and statistics such as error and utilization

rates, the same as they have been accustomed to on their wired networks. 

And as with all wireless networks, the point is that the users are untethered and mobile. So it is important

that the system is able to provide seamless roaming by managing the authentication of a user as they

pass from switch to switch, without losing the connection or rebooting. 

Securing the Airspace
As security is probably the major issue inherent in the deployment of wireless networks today, the

Vivato Wi-Fi switch provides a comprehensive suite of security options and use models. A good security

policy often involves multiple levels of encryption. This ensures that the data can not be intercepted, and

proper use of the right authentication schema validates that only the right people have the appropriate

access. This must be accomplished without sacrificing mobility, creating a management burden, or

causing any network performance issues. 

Vivato Wi-Fi Switches support all the necessary encryption protocols such as WEP, TKIP, as well as 

provisions for 802.11i through a firmware upgrade. The important function of data encryption is that it

is performed in the hardware on the switch, which means higher performance of the system and

authentication of the WLAN client. These switches also support VPN pass through and termination of

PPTP and IPsec traffic. Also, not having to involve multiple access points or ports in the security

authentication model, simplifies greatly the monitoring and use of security protocols. 

For authentication, support is provided for 802.1x and its enhanced authenticated protocol (EAP) for the

latest security protocol available. This management and security platform empowers a network adminis-

trator to select the appropriate level of security for their organization or application. And because the

Wi-Fi switch can be managed remotely, security management is simplified further. 

VLAN1

VLAN2

VLAN3

Unsecured
No access
to Corporate

Secure
Access to
Corporate

Corporate
LAN

Outside Firewall

Guest

Vivato
Wi-Fi Switch

Combining Security and VLANs
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Eliminating Rogue APs and Other Security Risks
The use of unauthorized or rogue access points is a common method of hackers trying to gain access 

to a wireless network. A rogue access point can also be added to a network by individuals within the 

company who simply want to create their own wireless network access. IT managers need a proactive

management solution that addresses unwanted access to enterprise networks. The solution should offer

real-time detection and rogue access information.

Due to the extended field of view of the Vivato Wi-Fi switch, rogue AP detection is available to a very

large area to automatically identify unwanted access points. Because the phased array panel is using

one of its radios to scan for active client devices, it is also constantly scanning for rogue APs, and is 

providing real time reporting and detection. In the case of a rogue AP detection scenario, the network

administrator will be informed of the IP address as well as the MAC address and what channel they are

operating on. This information can identify a physical location so that immediate and corrective action

can be taken. This monitoring is always happening on all channels silently in the background, and is

concurrent with normal network operations

The ability to combine multiple VLANs with multiple security protocols on this switch will further

enhance the security benefits of this architecture. Converged applications on wireless LANS will drive

the need to provide different levels of service for mission critical versus non-mission critical data that

are not typical of wired LANS. 

This should also provide an easier way to monitor the network with popular tools on either a passive or

active state. This could identify security risks such as, unencrypted traffic, identification of impending

threats such as unknown stations scanning the network, identity theft, denial of service attacks, man-in-

the-middle attacks, and the definition, monitoring, and enforcement of corporate WLAN policies.

Reducing the number of “nodes” on the network by using a phased array switching solution and cen-

tralizing the management and security is perhaps the most effective way to scale a large wireless LAN

network. Security is greatly enhanced because you are carefully controlling the air space with packet

steering technology from a single point. This control of the airspace cannot be done effectively with the

old model of AP(s) throughout the enterprise radiating RF energy in an omni-directional effect.  

Identify Rogue APs by
SSID and MAC Address

Identify location of rogue APs
with the direction of the beams
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Summary
The bottom line is that there is a better way to deploy WLANs than using the traditional AP or fixed

wireless architectures. The benefits are clear; a Vivato Wi-Fi switch substantially increases the range of

wireless LANs. The flexibility of deployment enables WLANs to scale easily. Centralizing the management

and security simply makes good sense, but only if you can manage your WLAN the way you want to

manage it. By reducing or eliminating APs in this equation, there are significant initial and long-term

cost savings. 

All current use models of AP deployments, and even newer switched wireless solutions using APs, still

cling to a legacy way of radio frequency transmission. This legacy way of transmission requires the past

paradigm and methodology of the AP infrastructure and the associated costs, complex network manage-

ment, and security issues inherent in this design. 

This is contrasted by combining a powerful smart phased array antenna for dramatically longer range

transmission of Wi-Fi and Ethernet switching functionality for performance. 

The deployment of a switched phased array solution finally enables large scale deployments of wireless

LAN networks. The long range capability of a Wi-Fi switch replaces the sea of access points, significantly

reduces the deployment costs, provides enhanced network management, and resolves security issues

associated with a microcellular network. The unprecedented coverage provided by a Wi-Fi switch also

guarantees a quality of service that users are demanding. Those already equipped with 802.11 client

devices simply want Wi-Fi everywhere. The broader coverage also paves the way towards the inevitable

roll out of Voice-over-IP (VoIP) technologies that will demand a very high QOS (quality of service). 

A new way to deploy Wi-Fi from outside of a building is in alignment with the spirit of wireless networks,

by providing freedom of deployment and freedom of mobility. All the tools are available to enhance or

extend coverage for even the most difficult installations. 

As you evaluate your needs for various wireless solutions there will be many options. These will consist

of different variations of non-switched and switched solutions. In light of the alphabet soup of technology

platforms what are some issues to consider when determining a state of the art wireless LAN financial

investment?
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A Deployment “Checklist”
1. Do you have a large deployment for a wireless network where a long-range Wi-Fi product 

would be beneficial by replacing multiple APs? Are there hard to wire areas in this scenario?

2. Is there flexibility to provide for a comprehensive indoor solution, outdoor solution, and 

backhaul type of solution?

3. Do your needs for capacity vary? Can you provide capacity when and where it is needed?

4. Have you calculated your “total cost of ownership” to run cabling, install power, antennas, 

control and security components, and for the actual cost of the installation of the traditional 

model of APs versus a switched phased array panel solution?

5. Is the system easily upgradeable to work with clients that support 11b, a and g? 

Security and Network Management “Checklist”
1. Are all the management tools and security protocols available, including TKIP, IEEE 802.1X, 

PEAP, TLS, TTLS, MD5, IEEE 802.11i, VPN Pass through, PPTP, IPSEC and VPN termination?

2. Is a continuous monitoring Rogue AP Detection, with detailed reporting provided as a 

standard feature of the system? If so, does it provide the information needed to stop an 

unauthorized connection?

3. Can the WLAN equipment integrate with your existing authentication RADIUS servers 

(Microsoft or CISCO) and provide LDAP support?

4. Can the system be managed with your current management system or is it proprietary to 

it’s own equipment?

Radio Frequency Design “Checklist”
1. What will ensure that you have more robust coverage in all the areas your users will be 

located, or fewer gaps in the system design? 

2. What will ensure that the capacity is spread out across the entire coverage area and that it 

can follow the active users?

3. Are space, time, and channel multiplexing provided that will ensure parallel operation for 

increased capacity?

Wireless local area technologies have enjoyed tremendous success in the past few years and are certain

to play an increasing role in our lives now and into the future. The deployment of these technologies is

becoming wide spread and the pace of the technical design is moving forward daily. To avoid investments

in outdated technologies, careful consideration should be given to understand not only your business

requirements, but how innovations in WLAN solutions can provide a more secure and cost effective

solution to meet your mobility needs.



headquarters       
139 townsend street 
suite 200        
san francisco, ca 94107
phone  415-495-1111   
www.vivato.net

research and development       
12610 e. mirabeau parkway 
suite 900        
spokane, wa 99216
phone  509-343-6001   

W i - F i  E V E R Y W H E R E

© 2003 vivato, inc. all rights reserved.     gfd / 06 / 2003-01

TECHNICAL WHITEPAPER


