
 
 

THE INTERNET PROTOCOL

 
The Internet Protocol (IP) is the heart of the TCP/IP  

protocol suite. IP corre- sponds to the network layer in the OSI  

reference model and provides a connec- tionless and best-effort  

delivery service to the transport layer. Recall that a  

connectionless service does not require a virtual circuit to be  

  

established before data transfer can begin. The term best-effort  

indicates that IP will try its best to forward packets to the  

destination, but does not guarantee that a packet will be delivered  

to the destination. The term is also used to indicate that IP does  

not make any guarantee on the QoS.2 An application requiring high  

reliability must implement the reliability function within a higher- 

layer protocol.  



 
IP Packet  

 
To understand the service provided by the IP entity, it is useful to  

examine the IP packet format, which contains a header part and a  

data part. The format of the IP header is shown in Figure 3.4.  

The header has a fixed-length component of 20 bytes plus a  

variable-length component consisting of options that can be up to  

40 bytes. IP packets are  
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FIGURE 3.4 IP version 4 headers  



transmitted according to network byte order: bits 0±7 first, then  

bits 8±15, then bits 16±23, and finally bits 24±31 for each row. The  

meaning of each field in the header follows. 

Version: The version field indicates the version number used by  

the IP packet so that revisions can be distinguished from each  

other. The current IP version is 4. Version 5 is used for a real- 

time stream protocol called ST2, and version 6 is used for the  

new generation IP know as IPng or IPv6 (to be discussed in the  

following section).  

Internet header length: The Internet header length (IHL)  

specifies the length of the header in 32-bit words. If no options  

are present, IHL will have a value of 5. The length of the options  

field can be determined from IHL.  

Type of service: The type of service (TOS) field specifies the  

priority of the packet based on delay, throughput, reliability, and  

cost requirements. Three bits are assigned for priority levels  

(called ``precedence'') and four bits for the specific requirement  

(i.e., delay, throughput, reliability, and cost). For example, if a  

packet needs to be delivered to the destination as soon as  

possible, the transmitting IP module can set the delay bit to one  

and use a high-priority level. In practice most routers ignore this  

field.  

Recent work in the Differentiated Service Working Group  

of IETF tries to redefine the TOS field in order to support other  

services that are better than the basic best effort.  

Total length: The total length specifies the number of bytes of  

the IP packet including header and data. With 16 bits assigned to  

this field, the max- imum packet length is 65,535 bytes. In  

practice the maximum possible length is very rarely used, since  

most physical networks have their own length limitation. For  

example, Ethernet limits the payload length to 1500 bytes.  

 



 
Identification, flags, and fragment offset: These fields are used  

for fragmentation and reassembly and are discussed below.  

Time to live: The time-to-live (TTL) field is defined to indicate the  

amount of time in seconds the packet is allowed to remain in the  

network. However, most routers interpret this field to indicate the  

number of hops the packet is allowed to traverse in the network.  

Initially, the source host sets this field to some value. Each router  

decrements this value by one. If the value reaches zero before the  

packet reaches the destination, the router discards the packet and  

sends an error message back to the source. With either  

interpretation, this field prevents packets from wandering aimlessly  

in the Internet.  

Protocol: The protocol field specifies the protocol that is to  

receive the IP data at the destination host. Examples of the  

protocols include TCP (pro- tocol fl 6), UDP (protocol fl 17), and  

ICMP (protocol fl 1). Header checksum: The header checksum field  

verifies the integrity of the header of the IP packet. The data part  

is not verified and is left to upper-layer protocols. If the  

verification process fails, the packet is simply discarded. To compute  

the header checksum, the sender first sets the header checksum  

field to 0 and then applies the Internet checksum algorithm  

discussed in Chapter 3. Note that when a router decrements the TTL  

field, the router must also recompute the header checksum field.  

Source IP address and destination IP address: These fields  

contain the addresses of the source and destination hosts. The format  

of the IP address is discussed below.  

Options: The options field, which is of variable length, allows  

the packet to request special features such as security level, route to  

be taken by the packet, and timestamp at each router. The options  

field is rarely used. Router alert is a new option introduced to  

alert routers to look inside the IP packet. The option is intended  

for new protocols that require rela- tively complex processing in  



routers along the path [RFC 2113].  

Padding: This field is used to make the header a multiple of 32- 

bit words.  

When an IP packet is passed to the router by a network  

interface, the following processing takes place. First the header  

checksum is computed and the fields in the header are checked to  

see if they contain valid values. Next IP fields that need to be  

changed are updated. For example, the TTL and header checksum  

fields always require updating. The router then identifies the next  

loop for the IP packet by consulting its routing tables. The IP  

packet is then for- warded along the next loop.  
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