SECURE HASH ALGORITHM (SHA)
The Secure Hash Algorithm (SHA) was proposed as part of the digital
signature standard. SHA-1, the first version of this standard, takes messages
with a maximum length of 224 and produces a 160-bit digest. With this
algorithm, SHA-1 uses five registers, R1 through R5, to maintain a "state" of
20 bytes.
The first step is to pad a message m with length lm. The message length is
forced to lm = 448 mod 512. In other words, the length of the padded message
becomes 64 bits less than the multiple of 512 bits. The number of padding
bits can be as low as 1 bit and as high as 512 bits. The padding includes a 1
bit and as many 0 bits as required. Therefore, the least-significant 64 bits of
the message length are appended to convert the padded message to a word
with a multiple of 512 bits.
After padding, the second step is to expand each block of 512-bit (16 32 bits)
words {m0, m1, ..., m15} to words of 80 32 bits using:
Equation 5.12

and
Equation 05.13

where

j means left rotation by j bits. This way, bits are shifted several

times if the incoming block is mixed with the state. Next, bits from each

block of wi are mixed into the state in four steps, each maintaining 20 rounds.
For any values of a, b, and c, and bit number i, we define a function Fi(a, b, c)
as follows:
Equation 05.14

Then, the 80 steps (i = 0, 1, 2, ..., 79) of the four rounds are described as
follows:
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where Ci is a constant value specified by the standard for round i. The
message digest is produced by concatenation of the values in R1 through R5.

Authentication and Digital Signature
A digital signature is one of the most important required security measures.
Much like a person's signature on a document, a digital signature on a message is
required for the authentication and identification of the right sender. The digital
signature is supposed to be unique to an individual and serves as a means of
identifying the sender. An electronic signature is not as easy as it was with the
paper-based system. The digital signature requires a great deal of study, research,
and skill. Even if these requirements are met, there is no guarantee that all the
security requirements have been met.
The technical method of providing a sender's authentication is performed
through cryptography. Many cryptographic mechanisms have been developed.
Among them, the RSA algorithm implements both encryption and digital
signature. When RSA is applied, the message is encrypted with the sender's

private key. Thus, the entire encrypted message serves as a digital signature. This
means that at the receiving end, the receiver can decrypt it, using the public key.
This authenticates that the packet comes from the right user.
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