
cryptographic techniques and authentication techniques  

(verification). Both secret-key and public-key encryption protocols  

are presented. We then discuss message authentication and digital  

signature methods, through which a receiver can be assured that an  

incoming message is from whom it says it is.  

We then consider several standardized security techniques, such as  

IPsec, and the security of wireless networks and IEEE 802.11  

standards, as well as firewalls, or devices designed to protect a  

network. Finally, we present a case study on the security of wireless  

networks.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

NETWORK SECURITY - AN INTRODUCTION  

We begin by identifying and classifying types of network threats,  

hackers, and attacks, including DNS hacking attacks and router  

attacks. Network security can be divided into two broad categories:  



5.8.1. Overview of Network Security  

Network security is a top-priority issue in data networks. As communication  

networks are growing rapidly, security issues have pushed to the forefront of  

concern for end users, administrators, and equipment suppliers. Despite  

enormous joint efforts by various groups to develop effective security  

solutions for networks, hackers continue to pose new, serious threats by  

taking advantage of weaknesses present in the Internet infrastructure. 

Elements of Network Security  

Network security is concerned mainly with the following two elements: 

1. Confidentiality. Information should be available only to those who have  

rightful access to it.  

2. Authenticity and integrity. The sender of a message and the message itself  

should be verified at the receiving point.  

In Figure 5.13, user 1 sends a message ("I am user 1") to user 2. In part (a) of  

the figure, the network lacks any security system, so an intruder can receive  

the message, change its content to a different message ("Hi! I am user 1") and  

send it to user 2. User 2 may not know that this falsified message is really  

from user 1 (authentication) and that the content of the message is what user  

1 (confidentiality). In part (b) of the figure, a security block is added to each  

side of the communication, and a secret key that only users 1 and 2 would  

know about is included. Therefore, the message is changed to a form that  

cannot be altered by the intruder, who would be disabled in this  

communication transaction.  

 
 



 

 

 

 

 

 

 

 

 

Figure 5.13 (a) Message content and sender identity falsified by intruder;  

(b) a method of applied security  
 
 

In general, no protocol or network architecture can ensure full security.  

Internet routing is based on a distributed system of many routers, switches,  

and protocols. These protocols have a number of points of vulnerabilities that  

can be exploited to cause such problems as misdelivery or no delivery of user  

traffic, misuse of network resources, network congestion and packet delays,  

and the violation of local routing policies.  

5.8.2. Threats to Network Security  

Internet infrastructure attacks are broadly classified into four categories, as  

follows:  

1. DNS hacking   

2. Routing table poisoning  

3. Packet mistreatment   

 
 4. Denial of service  
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