ADVANCED ENCRYPTION STANDARD (AES)

The Advanced Encryption Standard (AES) protocol has a better security
strength than DES. AES supports 128-bit symmetric block messages and uses
128-, 192-, or 256-bit keys. The number of rounds in AES is variable from 10
to 14 rounds, depending on the key and block sizes. Figure 5.16 illustrates the
encryption overview of this protocol, using a 128-bit key. There are ten
rounds of encryptions for the key size of 128 bits. All rounds are identical

except for the last round, which has no mix-column stage.
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Figure 5.16. Overview of Advanced Encryption Standard (AES) protocol

A single block of 128-bit plaintext (16 bytes) as an input arrives from the left.
The plaintext is formed as 16 bytes mg through mys and is fed into round 1
after an initialization stage. In this round, substitute unitsindicated by S in the
figure perform a byte-by-byte substitution of blocks. The ciphers, in the form
of rows and columns, move through a permutation stage to shift rows to mix
columns. At the end of this round, all 16 blocks of ciphers are Exclusive-
ORed with the 16 bytes of round 1 key ko(1) through kis(1). The 128-bit key
is expanded for ten rounds. The AES decryption algorithm is fairly simple
and is basically the reverse of the encryption algorithm at each stage of a

round. All stages of each round are reversible.



Public-Key Encryption Protocols

The introduction of public-key encryption brought a revolution to the field of
cryptography. Public-key cryptography provided a very clever method for
key exchange. In the public-key encryption model, a sender/receiver pair use
different keys. This model is sometimes known as asymmetric, or two-key,
encryption.

Public-key algorithm is based on mathematical functions rather than on
substitution or permutation, although the security of any encryption scheme
indeed depends on the length of the key and the computational work involved
in breaking an encrypted message. Several public-key encryption protocols
can be implemented. Among them, the following two protocols are the focus
of our study:

Rivert, Shamir, and Aldeman (RSA) protocol

Diffie-Hillman key-exchange protocol.

In the public-key encryption methods, either of the two related keys can be
used for encryption; the other one, for decryption. It is computationally
infeasible to determine the decryption key given only the algorithm and the
encryption key. Each system using this encryption method generates a pair of
keys to be used for encryption and decryption of a message that it will
receive. Each system publishes its encryption key by placing it in a public
register or file and sorts out the key as a public one.

The companion key is kept private. If A wishes to send a message to B, A
encrypts the message by using B's public key. On receiving the message, B

decrypts it with the private B key. No other recipients can decrypt the



message, since only B knows its private key. This way, public-key encryption
secures an incoming communication as long as a system controls its private
key. However, public-key encryption has extra computational overhead and is

more complex than the conventional one.
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