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Preface

The objective of this workshop is to help delegates identify, prevent and fix common
industrial data communications problems focusing on the Modbus protocol. The focus is
‘outside the box’, with the emphasis on practicals that go beyond the typical communications
issues and theories. The workshop focus is on providing delegates with the necessary toolkit
of skills to solve industrial data communication problems where Modbus is used.

Modbus-based industrial communications systems (based on RS-232/RS-485 and Ethernet)
are being installed throughout industry today, from connecting simple instruments to
Programmable Logic Controllers to the PCs throughout the plant. Communications problems
range from simple wiring problems to intermittent transfer of protocol messages. Whilst the
main issues with the Modbus protocol will be covered in this workshop, a clear understanding
of the protocols and standards that transport Modbus are required in order to effectively work
with Modbus. This includes RS-485/RS-232 and Ethernet (preferably Industrial Ethernet) and
TCP/IP.

Modbus, effectively one of the few (arguably, the only) industrial messaging protocols
recognized by the Internet world (port 502) has one of the largest installed bases worldwide
with more than 7.2 million installed nodes. The Modbus TCP/IP profile has recently been
accepted by the International Electro-technical Commission (IEC) as a publicly available
specification (IEC PAS 62030) and is now eligible to become part of future editions of the
International Standards IEC 61158 and IEC 61784-2. So it enjoys the status of a widely
available Open Standard available to everyone and thus the popularity. Whilst detractors will
say that the Modbus protocol lacks some of the refinements of the newer offerings on the
market; there is no doubt that it is one of the most popular standards available in the industrial
world.

The communications system on your plant underpins your entire operation. It is critical that
you have the knowledge and tools to quickly identify and fix problems as they occur, to
ensure you have a secure system. No compromise is possible here. This workshop distills all
the tips and tricks learnt with the benefit of many years of experience. It offers a common
approach covering all of the sections with each standard/protocol having the following
structure:

e  Quick overview of the standard

e Common problems and faults with this standard
e Description of tools used

Each of the typical faults is then discussed in depth with details on how to fix them.
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1.1

Introduction

Objectives
When you have completed study of this chapter you will be able to:

e Describe the modern instrumentation and control system
e List the main industrial communications systems
e Describe the essential components of industrial communications systems

Introduction

Data communications involves the transfer of information from one point to another. In
this book, we are specifically concerned with digital data communication. In this context,
‘data’ refers to information that is represented by a sequence of zeros and ones, the same
sort of data handled by computers. Many communication systems handle analog data;
examples being telephone systems, radio and television. Modern instrumentation is
almost wholly concerned with the transfer of digital data.

Any communications system requires a transmitter to send information, a receiver to
accept it, and a link (the medium) between the two. Types of link include copper wire,
optical fiber, radio and microwave.

Some short—distance links use parallel connections, meaning that several wires are
required to carry a signal. This type of connection is confined to devices such as local
printers. Virtually all modern data communications systems use serial links in which the
data is transmitted in sequence over a single circuit.

Digital data is sometimes transferred using a system that is primarily designed for analog
communication. A modem, for example, works by using a digital data stream to
modulate an analog signal that is sent over a telephone line. Another modem demodulates
the signal to reproduce the original digital data at the receiving end. The word ‘modem’ is
derived from modulator and demodulator.



2

1.2

Troubleshooting and Problem Solving of Modbus Protocols

There should be mutual agreement on how data is to be encoded, that is, the receiver must
be able to understand what the transmitter is sending. The rules governing the
communication are known as protocols.

In the past decade, many standards and protocols have been established, and this allows
data communications technology to be used more effectively in the industry. Designers
and users are beginning to realize the tremendous economic and productive gains possible
with the integration of systems that are already in operation.

Historically, developers of software and hardware platforms have developed protocols
that can only be used on their own products. In order to develop more integrated
instrumentation and control systems, standardization of these communication protocols
was required.

Standards may evolve from the widespread use of one manufacturer’s protocol (a de facto
standard) or may be specifically developed by bodies that represent certain industries.
Standards allow manufacturers to develop products that communicate with equipment
already in use. For the customer this simplifies the integration of products from different
sources.

The industrial communications market is characterized by a lack of standardization.
There are, however, a few dominant standards. Modbus has been a de facto standard for
many years and the tried-and-tested physical standards such as RS-232 and RS-485 have
been widely used. The area that has caused a considerable amount of angst (and dare we
say - irritation) amongst vendors and users is the choice of an acceptable fieldbus, which
would tie together instruments to PLCs and PCs. This effort has resulted in a few
dominant, but competing standards such as PROFIBUS, DeviceNet and FOUNDATION
Fieldbus being used in various areas of the industry.

The standard that has created an enormous amount of interest in the past few years is
Ethernet. Initially it was rejected as being non-deterministic, which means there is no
guarantee that a critical message is delivered within a defined time. This problem has
been solved with the latest standards in Ethernet and the use of switching technology. The
other protocol suite that fits onto Ethernet extremely well is TCP/IP. Being developed
specifically for the Internet, it is very popular and widely used.

Modern instrumentation and control systems

In an instrumentation and control system, data is acquired by measuring instruments and
transmitted to a controller, typically a computer. The controller then transmits data
(control signals) to the control devices, which act upon a given process.

The integration of systems in a plant allows data to be transferred quickly and effectively
between different systems along a data communications link. This eliminates the need for
expensive and unwieldy wiring looms and termination points.

Productivity and quality are the principal objectives in the good management of any
production activity. Management can be substantially improved by the availability of
accurate and timely data. From this, we can surmise that a good instrumentation and
control system can facilitate both quality and productivity.

The main purpose of an instrumentation and control system in an industrial environment
is to provide the following:
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e Control of the processes and alarms

Traditionally, analog controllers operating on standard 4-20 mA loops provide control
of parameters such as temperature and flow. The 4-20 mA standard is used by
equipment from a wide variety of suppliers, and it is common for equipment from
various sources to be mixed in the same control system. Stand-alone controllers and
instruments have largely been replaced by integrated systems such as Distributed
Control Systems (DCS), described below

e Control of sequencing, interlocking and alarms

Typically, this was provided by relays, timers and other components hardwired into
the control panels and motor control centers. The sequence control, interlocking and
alarm requirements have largely been replaced by PLCs.

e An operator interface for display and control

Traditionally, several operators are responsible for a portion of the overall process,
operating process and manufacturing plants from various local control panels. Modern
control systems tend to use a central control room to monitor the entire plant. The
control room is equipped with computer-based operator workstations that gather data
from the field instrumentation and use it for controlling the processes, monitoring
alarms, control sequencing and interlocking.

e Management information

Management information was traditionally provided by taking readings from meters,
chart recorders, counters and transducers and from samples taken from the production
process. This data is required to monitor the overall performance of a plant or process
and to provide the data necessary to manage the process. Data acquisition is now
integrated into the overall control system. This eliminates the gathering of information
and reduces the time required to correlate and use the information to remove
bottlenecks. Good management can achieve substantial productivity gains. The ability
of control equipments to fulfill these requirements has depended on major advances
that have taken place in the fields of integrated electronics, microprocessors and data
communications. The four devices that have made the most significant impact on how
plants are controlled are:

o Distributed Control Systems (DCSs)

o Programmable Logic Controllers (PLCs)

o SCADA (Supervisory Control And Data Acquisition) systems

o Smart Instruments

DCSs

A DCS is a hardware- and software-based (digital) process control and data acquisition
system. The DCS is based on a ‘data highway’ (bus) and has a modular, distributed, but
integrated architecture. Each module performs a specific dedicated task such as the
operator interface/analog or loop control/digital control. There is normally an interface
unit situated on the data highway allowing easy connection to other devices such as PLCs
and supervisory computer devices.
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