
File System Layout:

Directories:

To keep track of files, file systems normally have directories or folders, which, in many systems, are 
themselves files. In this section we will discuss directories, their organization, their properties, and the 
operations that can be performed on them. 

Simple Directories
A directory typically contains a number of entries, one per file. One possibility is shown in Fig. (a), in 
which each entry contains the file name, the file attributes, and the disk addresses where the data are 
stored.

Fig:A possible file system layout.
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FILE SYSTEM LAYOUT, DIRECTORIES AND ACCESS CONTROL MATRIX



Access Control Matrix

The access controls provided with an operating system typically authenticate principals using some 
mechanism such as passwords or Kerberos, then mediate their access to files, communications ports, 
and other system resources. Their effect can often be modelled by a matrix of access permissions, with 
columns for files and rows for users. We’ll write r for permission to read, w for permission to write, x  
for permission to execute a program, and (–) for no access at all, as shown in Figure below.

In this simplified example, Sam is the system administrator, and has universal access (except to the 
audit  trail,  which even he should only be able  to  read).  Alice,  the manager,  needs  to  execute the 
operating system and application,  but only through the approved interfaces—she mustn’t  have the 
ability to tamper with them. She also needs to read and write the data. Bob, the auditor, can read 
everything. 
Access control matrices (whether in two or three dimensions) can be used to implement protection 
mechanisms, as well as just model them. But they do not scale well. For instance, a bank with 50,000 
staff  and  300  applications  would  have  an  access  control  matrix  of  15  million  entries.  This  is 

Three file system designs. (a) Single directory shared by all users. (b) One directory per  
user. (c) Arbitrary tree per user. The letters indicate the directory or file's owner.

Fig: Access Control Matrix



inconveniently  large.  It  might  not  only  impose  a  performance  problem but  also  be  vulnerable  to 
administrators’ mistakes.  We will  usually  need a more compact  way of storing and managing this 
information. The two main ways of doing this are to use groups or roles to manage the privileges of  
large sets  of  users simultaneously,  or to store the access  control  matrix  either  by columns (access 
control lists) or rows (capabilities, sometimes known as “tickets”) or certificates .
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