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Abstract—This paper presents an idea to improve the effigien
of security checks in airports through the activacking and
monitoring of passengers and staff using OFDM maiitorh
techniqgue and Finger print authentication. The itbetaf the
passenger are multiplexed using OFDM .To authemticthe
passenger, the fingerprint along with important nideation
information is collected. The details of the pagmencan be
transmitted after necessary modulation, and redeix@ng various
transceivers placed within the premises of theoair@nd checked at
the appropriate check points, thereby increasirg dfficiency of
checking. OFDM has been employed for spectraliefficy.
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|. INTRODUCTION

N the airports, passengers are required to chetkwe to

three hours prior to their flight. This is becaugehe long
procedure they have to undergo before boarding.

This paper provides an idea to improve the efficyeim the
airport check-in procedures. Due to various otheasons,
including emergencies, the passengers may be ut@ableard
the flight in time. This paper also provides a neeaf
detecting such passengers, who are in the airpenipes, but
not on board. Moreover to avoid fake authenticatioi
passengers, we employ finger print (Biometric téghe)
authentication system[1],[2], which provides thesgenger
with an entry only their fingerprints are match twithe
patterns stored in the database.

Efficiency of this system is improved employing QWD
(orthogonal frequency division multiplexing) cométh with
the finger print authentication system. The casriased in
OFDM contain the user information and are transditising
a transceiver. The fingerprint is also obtainednfrdhe
passenger at the time of entry into the airporpmduction of
their flight ticket. A number of transceivers afaqed in and
around the airport, and these are placed at therisec
checkpoints. The passenger information is receaethese
locations, a second fingerprint is obtained from passenger,
compared with the one stored initially, and thespager is
allowed or denied permission to move further, delren on
the result of comparison of the images.
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Il. SYSTEM OVERVIEW

A. OFDM Unit Design

OFDM (orthogonal frequency division and multipleg)ris
a multicarrier transmission technique, which digidéhe
available spectrum into many carriers, each onengbei
modulated by the low rate data stream. OFDM uses th
available spectrum very efficiently by spacing ttleannels
very close together. This can be achieved by makihghe
carriers orthogonal to one another, thereby préwgnthe
interference between the closely spaced carrierke T
orthogonality means that each carrier has an integeber of
cycles over a symbol period. Due to this the spectof one
carrier has a null at the centre frequency of awtfhis
results in no interference between the carrietewahg them
to be placed as closely as possible. OFDM overconees of
the problems faced by the TDMA (Time division mplé
access) and FDMA (Frequency division multiple asg&ach
carrier in the OFDM has a very narrow bandwidtteréfiore
the symbol rate is very low. This results in thgnsil having a
high tolerance to multipath delay spread. The sz
signals are placed, each differing in frequencylbju Hz
where Tu is the symbol length. Cyclic prefixes ased to
remove effects of Intersymbol Interference (ISI)FIIM
provides good immunity to the system against Cainbka
Interference and impulsive parasitic noise. Intreg and
adequate coding of data is done to recover losbsigndue to
frequency selective fading channels. Forward EQoirection
(FEC) can be employed to provide frequency diversit

B. OFDM Transmitter

In order to generate the OFDM successfully, the
relationship between the carriers should be cdyeful
controlled to maintain the orthogonality betweea tarriers.
For this reason OFDM is generated by firstly chngsihe
spectrum required, based on the input data and latiaiu
scheme used. OFDM is most efficiently implementstha
FFT & IFFT algorithms [5]. Each carrier to be proéd is
assigned some data to transmit .The amplitude &adepof
the carrier is calculated and based on this moidulatcheme
is chosen (usually BPSK, QPSK or QAM).The required
spectrum is converted back into time domain sidpyalaking
the IFFT (Inverse Fast Fourier Transform).The figrcof the
IFFT is to ensure that the carriers produced atteogonal in
nature. An OFDM symbol is given by N point complex
modulation sequence through IDFT as

X() :ﬁz X (k)e'”

™N
n=0,1,2..N-1 (1)
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The above signal consists of N subcarriers or sinusoids,
which have been modulated with the complex data X. The
I-th frame signal can be generated according to the above
equation as

N-1
§ =2 X wa (KW, (nk) +
k=0
M -1N-1 @
D X (KW, (n=iN - P,k)
i=0 k=0

Where W, (n,k)and W2(n,k) are the two rectangular
window functions defined by

1 J2K(N-P+n)
W (nk)=—e N O0<n<P-1
1 \/W
and O esewhere
. 1 _j27k(n—-P=iN)
W,(n-iN-P,k)=——e 3
,(n—i ) N N ©)
foP<MN+P-1
and O elsewhere
Transmitter
Haseband
| Modulation | ™ q OFDV signal
amiec) [ [
—M —

Fig. 1 Block diagram of OFDM transmitter

C.OFDM Receiver

In the receiver side, the Baseband OFDM signal is given to
the FFT (Fast Fourier Transform), where the time domain
signal is converted into equivalent frequency spectrum. Thisis
done by the equivaent waveform, generated by the sum of
orthogona sinusoidal components. The amplitude and phase
of the sinusoidal components represent the frequency
spectrum of the time domain signal. Forward FFT takes the
signal, multiplies it successively using complex exponentials,
over the range of frequencies, sums each product, and plots
the result as a coefficient of that frequency. These coefficients
represent how much of the frequency is present in the input
signal.
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Fig. 2 Block diagram of OFDM receiver

The signa generated is a base band, thus the signa is
filtered and stepped up in frequency before it is transmitted.
This can be done by a process called as frequency trandation.

D.Fingerprint Authentication

Biometrics is the process of automaticaly differentiating
the people on the basis of individuality information from their
biometric features such as Fingerprints, Iris pattern, Pam
veins and Hand geometry etc. These techniques are used to
identify the person accessing the system. Universality,
uniqueness, permanence, measurability, circumvention and
performance are the seven factors to be considered when
assessing the suitability of any trait for a particular type of
biometric authentication. Among al, fingerprint authentication
[2] is the most widely used biometric device, because of its
low cost and easy usahility by users.

There are three basic types of fingerprints viz. arch, loop
and whorl. Depending upon the variation in the characteristic
of the minor details of fingerprints such as ridge endings,
bifurcations and short ridges, various types of fingerprints are
obtained. The Fingerprint recognition system in genera has
three modul es:

1) Preprocessing modules that include smoothing and thinning
for the refinement of the image against image acquisition
sensor. Sensors used for obtaining the fingerprint can be
optical, ultrasonic, or capacitance based. In these, the
capacitance based sensors are preferred as there are lesser
chances for duplicate fingerprints to get authenticated.
2) Extraction module that extracts the features in the
fingerprint image.
3) Matching module that matches the image obtained with the
template image stored earlier.
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Fig. 3 Fingerprint recognition process

The Fingerprint module has two phases: enrollment and
verification. In the enrollment stage ,the fingerprint images
,Jdirection images and circular data can be obtained from
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binary finger print images after imageeprocessing such

low pass filter and feature extractiin the verification
module, after preprocessing of input image usiisgldcemen
detection module, we find out the displacement betwthe
enrolled direction image and the input directionage.
Therefore the matching module matches the circpfafile
data with the input circular data according to itfermation
of displacement.

Implementation of the fingerprint authenticationitmsing
Capacitive sensors improves the efficiency of thnit.
Capacitance sensors use the principle of capaeitamordel
to form the fingerprint images. In this method wfaiging, the
sensor array pixels each act as one plate of dlglaptate
capacitor, the dermal layer (which is electricalnductive)
acts as the other plate, and the ronducting epidermal layt
acts as a dielectric. Either a passive capacitancactive
capacitance.

A passive capacitance sensor uses the principléned
above to form an image of the fingerprint patteoms the
dermal layer of skin. Each sensor pixel is used to mesathe
capacitance at that point of the array. The capacé varie:
between the ridges and valleys of the fingerprim¢ do the
fact that the volume between the dermal layer agmbsiag
element in vaklys contains an air gap. The dielectric cons
of the epidermis and the area of the sensing elerass
known values. The measured capacitance valuefameusel
to distinguish between fingerprint ridges and wal

Active capacitance sensors use arging cycle to apply
voltage to the skin before measurement takes plabe.
application of voltage charges the effective capaciThe
electric field between the finger and sensor foldhe patter:
of the ridges in the dermal skin layer. On the harge cycle,
the voltage across the dermal layer and sensingesieis
compared against a reference voltage in order ltulede the
capacitance. The distance values are then caldl
mathematically [3], [4] and used to form an image of 1
fingerprint. Active capacitance sensors measure the |
patterns of the dermal layer like the ultrasoni¢hrod

Fig. 4 (a) Binary image from sensor (b)age from the high pa:
filter

I1l.  WORKING OF THE SYSTEM

The basic block diagram of éhsystem consists of tv
modules as mentioned earlier: OFDM block and Fipgetr
Authentication unit. The simplified block diagranf the
fingerprint authentication unit and the overall ckiag systen
is as given below:
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Fig. 5 Block diagram of Authercation Module

The passenger is initially checked in, with ideoéfion
information, and given the boarding pass. The fipget is
scanned and stored in the database. Active capeeitgensor
are used, which eliminate the need for clean, uradga
epdermal skin and a clean sensing surface. Thisongs the
efficiency of the system.

The use of OFDM allows us to allocate a large nunafi
passenger information, due to the spectral -effaie
Employing OFDM using FFT/IFFT algorithms increashe
efficiency further.

The boarding pass consists of OFDM transmitterte
similar to an RFID tag, which operates in GHz rangke
various passenger details like passport numbersepael
name, and other details are verified initially. Mdation
techniquesike QPSK and QAM can be employed to use
bandwidth effectively. The passenger information
modulated, using one of these techniques, and
multiplexed using OFDM. Here using cyclic prefixdas rules
out the chances of Intersymbol Interference ). Walsch
codes can be used to maintain simplicity. This @ne
automatically using a PC which already stores t
predefined details. The backend of the system igsed
connection using serial connection between computehnich
transmits the fingerprin images to different che-in
locations. The transmitter is a active componenfclkvhs
similar to the mobile handset, very similar to Bese statiol
transceiver employed in the GSM (Global SystemMabile
Communication) standards. The bandwidth ¢ OFDM is
chosen in the order of GHz and the sub carriersate in
same range. This ensures that the size of tramsmitinc
receivers are reduced, allowing easy integratiotrasfsmittel
onto the boarding pass.

At the checkin locations, a receiver hich is capable of
receiving this GHz signal is designed. There isomputer
which is connected serially to the transmitter efaabase
and this receives the image. A second scan ofitigerfprint is
taken. The two images are compared. If a matchrs, the
passenger is authenticated. There is always ahlitysthat
the passenger might get lost in the airport. We lvawever
track this using the OFDM syste
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As mentioned earlier, numerous transceivers are placed at
al points in the airport which keep transmitting the user
information continuously. These transceivers can be made to
send out paging signals outside. If a passenger comes near a
transceiver, or even within its range, the transmitter on the
passengers boarding pass responds to those paging signals and
the location of the passenger can be known and reported
automatically to main database.Also, there is a minimum
possibility that the passenger travelling might get hurt in his
fingers, in order to overcome that when passenger is first
checked .She/he is asked for left and right thumb fingers. By
default only the right thumb is transmitted. If the person is
hurt, then corresponding details of the passenger is first
received and if it matches, then the passenger is asked for the
left thumb impression if it also matches then the particular
passenger is authenticated. This thereby avoids or completely
eliminates terror attacks in the airport.

IV. ADVANTAGES

Passengers do not have to wait for long hours in the queues
prior to their flights, as this system ensures quick verification
of passenger information, due to the absence of human errors.
The number of security checks can also be reduced in the
airport, due to the usage of fingerprint authentication, which
eliminates chances of fraud. Tracking a passenger is very easy
using this system. Lesser man power is required as a result of
implementing this system; therefore the errors occurring in the
system is reduced. The usage of OFDM technique proves to be
advantageous in many ways. Equalization in OFDM is very
simple compared to single-carrier systems. In case of
corruption of data, the information from the affected channels
can be erased and recovered using Forward Error Correction
codes. The cyclic prefix, apart from preserving the
orthogonality, also helps the receiver in capturing multi-path
energy efficiently. The bands and tones can be dynamically
turned on/off for coexistence with other devices.The usage of
Fingerprint Recognition is better than the other biometric
authentication because of its robustness. Fingerprint scans are
more reliable and stable when compared to iris, voice and face
recognition methods. Moreover, its low cost and easy
maintenance gives it an upper hand over the other techniques.

V.CONCLUSION
The OFDM is used to increase the bandwidth efficiency of
the system, and hence can be used to alocate more number of
passengers in the specified bandwidth. Fingerprint
Authentication prevents fake identification of passengers. This
reduces the number of checks required in the airport, thereby
reducing the waiting as well as reporting time of passengers.

VI. FUTURE SCOPE
The systems in the backend are connected using the serial
connection; this can be changed by the optica fiber
connection in order to reduce the transmission time and errors.
This system can be integrated to the GPS system (Global
Positioning System) in order to detect the passenger outside
the airport premises.
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