PACKET-MISTREATMENT AND DENIAL OF SERVICE ATTACKS

A packet-mistreatment attack can occur during any data transmission. A
hacker may capture certain data packets and mistreat them. This type of
attack is very difficult to detect. The attack may result in congestion,
lowering throughput, and denial-of-service attacks. Similar to routing table
poisoning attacks, packet-mistreatment attacks can also be subclassified into
link attacks and router attacks. The link attack causes interruption,
modification, or replication of data packets. A router attack can misroute all
packets and may result in congestion or denial of service. Following are some
examples of a packet-mistreatment attack:

Interruption. If an attacker intercepts packets, they may not be allowed to be
propagated to their destinations, resulting in a lower throughput of the
network. This kind of attack cannot be detected easily, as even in normal
operations, routers can drop some packets, for various reasons.

Modification. Attackers may succeed in accessing the content of a packet
while in transit and change its content. They can then change the address of
the packet or even change its data. To solve this kind of problem, a digital
signature mechanism, discussed later in this chapter, can be used.

Replication. An attacker might trap a packet and replay it. This kind of attack
can be detected by using the sequence number for each packet.

Ping of death. An attacker may send a ping message, which is large and
therefore must be fragmented for transport. The receiver then starts to
reassemble the fragments as the ping fragments arrive. The total packet
length becomes too large and might cause a system crash.

Malicious misrouting of packets. A hacker may attack a router and change its



routing table, resulting in misrouting of data packets, causing a denial of
service.

Denial-of-Service Attacks

A denial-of-service attack is a type of security breach that prohibits a user
from accessing normally provided services. The denial of service does not
result in information theft or any kind of information loss but can nonetheless
be very dangerous, as it can cost the target person a large amount of time and
money. Denial-of-service attacks affect the destination rather than a data
packet or router.

Usually, a denial-of-service attack affects a specific network service, such as
e-mail or DNS. For example, such an attack may overwhelm the DNS server
in various ways and make it inoperable. One way of initiating this attack is by
causing buffer overflow. Inserting an executable code inside memory can
potentially cause a buffer overflow. Or, an adversary may use various tools to
send large numbers of queries to a DNS server, which then is not able to
provide services in a timely manner.

Denial-of-service attacks are easy to generate but difficult to detect. They
take important servers out of action for few hours, thereby denying service to
all users. There are yet a few other situations that can cause this kind of
attack, such as UDP flood, a TCP flood and ICMP flood. In all these attacks,
the hacker's main aim is to overwhelm victims and disrupt services provided
to them.

Denial-of-service attacks are two types:

1. Single-source. An attacker sends a large number of packets to a target system



to overwhelm and disable it. These packets are designed such that their real
sources cannot be identified.

2. Distributed. In this type of attack, a large number of hosts are used to flood
unwanted traffic to a single target. The target cannot then be accessible to
other users in the network, as it is processing the flood of traffic.

The flood may be either a UDP flood or a TCP SYN flood. UDP flooding is
used against two target systems and can stop the services offered by either
system. Hackers link the UDP character-generating services of a system to
another one by sending UDP packets with spoofed return addresses. This may
create an infinite looping between the two systems, leading to system
uselessness.

Normally, a SYN packet is sent by a host to a user who intends to establish a
connection. The user then sends back an acknowledgment. In the TCP SYN
flood, a hacker sends a large number of SYN packets to a target user. Since
the return addresses are spoofed, the target user queues up a SYN/ACK
packet and never processes it. Therefore, the target system keeps on waiting.

The result may be a hard disk crash or reboot.
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