
 

 
 
IP-level security encompasses three functional areas: authentication, confidentiality, and key  

management. The authentication mechanism assures that a received packet was, in fact,  

transmitted by the party identified as the source in the packet header. In addition, this  

mechanism assures that the packet has not been altered in transit. The confidentiality facility  

enables communicating nodes to encrypt messages to prevent eavesdropping by third parties.  

The key management facility is concerned with the secure exchange of keys.  
 
IP Security Overview 
The IP security capabilities were designed to be used for both with the current IPv4 and the  
future IPv6 protocols.  
 
Applications of IPSec:  
 
IPSec provides the capability to secure communications across a LAN, across private and  

public WANs, and across the Internet. Examples of its use include the following:  

• Secure branch office connectivity over the Internet: A company can build a secure  

virtual private network over the Internet or over a public WAN. This enables a  

business to rely heavily on the Internet and reduce its need for private networks,  

saving costs and network management overhead.  

• Secure remote access over the Internet: An end user whose system is equipped  

with IP security protocols can make a local call to an Internet service provider (ISP)  

and gain secure access to a company network. This reduces the cost of toll charges for  

traveling employees and telecommuters.  

• Establishing extranet and intranet connectivity with partners: IPSec can be used  

to secure communication with other organizations, ensuring authentication and  

confidentiality and providing a key exchange mechanism.  

• Enhancing electronic commerce security: Even though some Web and electronic  

commerce applications have built-in security protocols, the use of IPSec enhances  

that security.  

The principal feature of IPSec that enables it to support these varied applications is that it can  
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encrypt and/or authenticate all traffic at the IP level. Thus, all distributed applications,  

including remote logon, client/server, e-mail, file transfer, Web access, and so on, can be  

secured.  
 
 
Figure 1.1 is a typical scenario of IPSec usage. An organization maintains LANs at dispersed  

locations. Nonsecure IP traffic is conducted on each LAN. For traffic offsite, through some  

sort of private or public WAN, IPSec protocols are used. These protocols operate in  

networking devices, such as a router or firewall, that connect each LAN to the outside world.  

The IPSec networking device will typically encrypt and compress all traffic going into the  

WAN, and decrypt and decompress traffic coming from the WAN; these operations are  

transparent to workstations and servers on the LAN. Secure transmission is also possible with  

individual users who dial into the WAN. Such user workstations must implement the IPSec  

protocols to provide security.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.1. An IP Security Scenario  

 
Benefits of IPSec:  

 
The following are the benefits of IPSec:  
 

• When IPSec is implemented in a firewall or router, it provides strong security that can  



be applied to all traffic crossing the perimeter. Traffic within a company or  

workgroup does not incur the overhead of security-related processing.  

• IPSec in a firewall is resistant to bypass if all traffic from the outside must use IP, and  

the firewall is the only means of entrance from the Internet into the organization.  

• IPSec is below the transport layer (TCP, UDP) and so is transparent to applications.  

There is no need to change software on a user or server system when IPSec is  

implemented in the firewall or router. Even if IPSec is implemented in end systems,  

upper-layer software, including applications, is not affected.  

• IPSec can be transparent to end users. There is no need to train users on security  

mechanisms, issue keying material on a per-user basis, or revoke keying material  

when users leave the organization.  

• IPSec can provide security for individual users if needed. This is useful for offsite  

workers and for setting up a secure virtual subnetwork within an organization for  

sensitive applications.  
 
 
Routing Applications:  
 
 
In addition to supporting end users and protecting premises systems and networks, IPSec can  

play a vital role in the routing architecture required for internetworking. [HUIT98] lists the  

following examples of the use of IPSec. IPSec can assure that  

• A router advertisement (a new router advertises its presence) comes from an  

authorized router  

• A neighbor advertisement (a router seeks to establish or maintain a neighbor  

relationship with a router in another routing domain) comes from an authorized  

router.  

• A redirect message comes from the router to which the initial packet was sent.  

• A routing update is not forged.  

Without such security measures, an opponent can disrupt communications or divert some  

traffic. Routing protocols such as OSPF should be run on top of security associations  

between routers that are defined by IPSec.  
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