IP SECURITY ARCHITECTURE
The IPSec specification has become quite complex. To get a feel for the overall architecture,
we begin with a look at the documents that define IPSec. Then we discuss IPSec services and
introduce the concept of security association.
IPSec Documents:
The IPSec specification consists of numerous documents. The most important of these,
issued in November of 1998, are RFCs 2401, 2402, 2406, and 2408:
•

RFC 2401: An overview of a security architecture

•

RFC 2402: Description of a packet authentication extension to IPv4 and IPv6

•

RFC 2406: Description of a packet encryption extension to IPv4 and IPv6

•

RFC 2408: Specification of key management capabilities

Support for these features is mandatory for IPv6 and optional for IPv4. In both cases, the
security features are implemented as extension headers that follow the main IP header. The
extension header for authentication is known as the Authentication header; that for
encryption is known as the Encapsulating Security Payload (ESP) header.
In addition to these four RFCs, a number of additional drafts have been published by the IP
Security Protocol Working Group set up by the IETF. The documents are divided into seven
groups, as depicted in Figure 1.2 (RFC 2401).
•

Architecture: Covers the general concepts, security requirements, definitions, and
mechanisms defining IPSec technology.

•

Encapsulating Security Payload (ESP): Covers the packet format and general
issues related to the use of the ESP for packet encryption and, optionally,
authentication.

•

Authentication Header (AH): Covers the packet format and general issues related to
the use of AH for packet authentication.

•

Encryption Algorithm: A set of documents that describe how various encryption
algorithms are used for ESP.

Figure 1.2. IPSec Document Overview
•

Authentication Algorithm: A set of documents that describe how various
authentication algorithms are used for AH and for the authentication option of ESP.

•

Key Management: Documents that describe key management schemes.

Domain of Interpretation (DOI): Contains values needed for the other documents to
relate to each other. These include identifiers for approved encryption and
authentication algorithms, as well as operational parameters such as key lifetime.
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