CHANGE CIPHER SPEC, ALERT AND HANDSHAKE PROTOCOL
The Change Cipher Spec Protocol is one of the three SSL-specific protocols that use the SSL
Record Protocol, and it is the simplest. This protocol consists of a single message (Figure
1.5a), which consists of a single byte with the value 1. The sole purpose of this message
is to cause the pending state to be copied into the current state, which updates the cipher suite
to be used on this connection.

Figure 1.5. SSL Record Protocol Payload
Alert Protocol:
The Alert Protocol is used to convey SSL-related alerts to the peer entity. As with other
applications that use SSL, alert messages are compressed and encrypted, as specified by the
current state. Each message in this protocol consists of two bytes (Figure 17.5b). The first
byte takes the value warning(1) or fatal(2) to convey the severity of the message. If the level
is fatal, SSL immediately terminates the connection. Other connections on the same session
may continue, but no new connections on this session may be established. The second byte
contains a code that indicates the specific alert.
First, we list those alerts that are always fatal (definitions from the SSL specification):
•

unexpected_message: An inappropriate message was received.

•

bad_record_mac: An incorrect MAC was received.

•

decompression_failure: The decompression function received improper input (e.g.,
unable to decompress or decompress to greater than maximum allowable length).

•

handshake_failure: Sender was unable to negotiate an acceptable set of security
parameters given the options available.

•

illegal_parameter: A field in a handshake message was out of range or inconsistent
with other fields. The remainder of the alerts are the following:

•

close_notify: Notifies the recipient that the sender will not send any more messages
on this connection. Each party is required to send a close_notify alert before closing
the write side of a connection.

•

no_certificate: May be sent in response to a certificate request if no appropriate
certificate is available.

•

bad_certificate: A received certificate was corrupt (e.g., contained a signature that
did not verify).
•

unsupported_certificate: The type of the received certificate is not supported.

•

certificate_revoked: A certificate has been revoked by its signer.

•

certificate_expired: A certificate has expired.

•

certificate_unknown: Some other unspecified issue arose in processing the
certificate, rendering it unacceptable.

Handshake Protocol:
The most complex part of SSL is the Handshake Protocol. This protocol allows the server
and client to authenticate each other and to negotiate an encryption and MAC algorithm and
cryptographic keys to be used to protect data sent in an SSL record. The Handshake Protocol
is used before any application data is transmitted.
The Handshake Protocol consists of a series of messages exchanged by client and server. All
of these have the format shown in Figure 1.5c. Each message has three fields:
•

Type (1 byte): Indicates one of 10 messages.

•

Length (3 bytes): The length of the message in bytes.

•

Content (≥ 0 bytes): The parameters associated with this message

Figure 1.6 shows the initial exchange needed to establish a logical connection between client
and server. The exchange can be viewed as having four phases.

Figure 1.6. Handshake Protocol Action
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