AUTHENTICATION HEADER
The Authentication Header provides support for data integrity and authentication of IP
packets. The data integrity feature ensures that undetected modification to a packet's content
in transit is not possible. The authentication feature enables an end system or network device
to authenticate the user or application and filter traffic accordingly; it also prevents the
address spoofing attacks observed in today's Internet. The AH also guards against the replay
attack.
Authentication is based on the use of a message authentication code (MAC), hence the two
parties must share a secret key.

Figure 1.3 IPSec Authentication Header
The Authentication Header consists of the following fields (Figure 1.3):
•

Next Header (8 bits): Identifies the type of header immediately following this
header.

•

Payload Length (8 bits): Length of Authentication Header in 32-bit words, minus 2.
For example, the default length of the authentication data field is 96 bits, or three 32-

bit words. With a three-word fixed header, there are a total of six words in the header,
and the Payload Length field has a value of 4.
•

Reserved (16 bits): For future use.

•

Security Parameters Index (32 bits): Identifies a security association.

•

Sequence Number (32 bits): A monotonically increasing counter value, discussed
later.

•

Authentication Data (variable): A variable-length field (must be an integral number

of 32-bit words) that contains the Integrity Check Value (ICV), or MAC, for this
packet, discussed later.
Anti-Replay Service:
A replay attack is one in which an attacker obtains a copy of an authenticated packet and
later transmits it to the intended destination. The receipt of duplicate, authenticated IP
packets may disrupt service in some way or may have some other undesired consequence.
The Sequence Number field is designed to thwart such attacks
When a new SA is established, the sender initializes a sequence number counter to 0. Each
time that a packet is sent on this SA, the sender increments the counter and places the value
in the Sequence Number field. Thus, the first value to be used is 1. If anti-replay is enabled
(the default), the sender must not allow the sequence number to cycle past 2

32

- 1 back to

zero. Otherwise, there would be multiple valid packets with the same sequence number. If
the limit of 2

32

-1 is reached, the sender should terminate this SA and negotiate a new SA

with a new key.
Because IP is a connectionless, unreliable service, the protocol does not guarantee that
packets will be delivered in order and does not guarantee that all packets will be delivered.
Therefore, the IPSec authentication document dictates that the receiver should implement a
window of size W, with a default of W = 64. The right edge of the window represents the
highest sequence number, N, so far received for a valid packet. For any packet with a
sequence number in the range from N - W + 1 to N that has been correctly received (i.e.,
properly authenticated), the corresponding slot in the window is marked (Figure 1.4).
Inbound processing proceeds as follows when a packet is received:
•

If the received packet falls within the window and is new, the MAC is checked. If the
packet is authenticated, the corresponding slot in the window is marked.

•

If the received packet is to the right of the window and is new, the MAC is checked.
If the packet is authenticated, the window is advanced so that this sequence number is
the right edge of the window, and the corresponding slot in the window is marked.

•

If the received packet is to the left of the window, or if authentication fails, the packet
is discarded; this is an auditable event.

Figure 1.4 Antireplay Mechanism
Integrity Check Value:
The Authentication Data field holds a value referred to as the Integrity Check Value. The
ICV is a message authentication code or a truncated version of a code produced by a MAC
algorithm. The current specification dictates that a compliant implementation must support
•

HMAC-MD5-96

•

HMAC-SHA-1-96

Both of these use the HMAC algorithm, the first with the MD5 hash code and the second
with the SHA-1 hash code. In both cases, the full HMAC value is calculated but then
truncated by using the first 96 bits, which is the default length for the Authentication Data
field.
The MAC is calculated over
•

IP header fields that either do not change in transit (immutable) or that are predictable
in value upon arrival at the endpoint for the AH SA. Fields that may change in transit
and whose value on arrival is unpredictable are set to zero for purposes of calculation
at both source and destination.

•

The AH header other than the Authentication Data field. The Authentication Data
field is set to zero for purposes of calculation at both source and destination.

•

The entire upper-level protocol data, which is assumed to be immutable in transit
(e.g., a TCP segment or an inner IP packet in tunnel mode).

For IPv4, examples of immutable fields are Internet Header Length and Source Address. An

example of a mutable but predictable field is the Destination Address (with loose or strict
source routing). Examples of mutable fields that are zeroed prior to ICV calculation are the
Time to Live and Header Checksum fields. Note that both source and destination address
fields are protected, so that address spoofing is prevented.
Transport and Tunnel Modes:
Tunnel mode provides protection to the entire IP packet. To achieve this, after the AH or ESP
fields are added to the IP packet, the entire packet plus security fields is treated as the
payload of new "outer" IP packet with a new outer IP header. The entire original, or inner,
packet travels through a "tunnel" from one point of an IP network to another; no routers
along the way are able to examine the inner IP header. Because the original packet is
encapsulated, the new, larger packet may have totally different source and destination
addresses, adding to the security. Tunnel mode is used when one or both ends of an SA are a
security gateway, such as a firewall or router that implements IPSec. With tunnel mode, a
number of hosts on networks behind firewalls may engage in secure communications without
implementing IPSec. The unprotected packets generated by such hosts are tunneled through
external networks by tunnel mode SAs set up by the IPSec software in the firewall or secure
router at the boundary of the local network.
ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet,
including the inner IP header. AH in tunnel mode authenticates the entire inner IP packet and
selected portions of the outer IP header.
Table 1.2 summarizes transport and tunnel mode functionality.
Table 1.2. Tunnel Mode and Transport Mode Functionality
AH

Transport Mode SA

Tunnel Mode SA

Authenticates IP payload and selected portions of IP

Authenticates entire inner IP
packet (inner header plus IP
payload) plus selected portions of
outer IP header and outer IPv6
extension headers.

header and IPv6 extension headers.

ESP

Encrypts IP payload and any IPv6 extension
headers following the ESP header.

Encrypts entire inner IP packet.

ESP with
Authentication

Encrypts IP payload and any IPv6 extension
headers following the ESP header. Authenticates IP
payload but not IP header.

Encrypts entire inner IP packet.
Authenticates inner IP packet.

Figure 1.5 shows two ways in which the IPSec authentication service can be used. In one
case, authentication is provided directly between a server and client workstations; the
workstation can be either on the same network as the server or on an external network. As
long as the workstation and the server share a protected secret key, the authentication process
is secure. This case uses a transport mode SA. In the other case, a remote workstation
authenticates itself to the corporate firewall, either for access to the entire internal network or
because the requested server does not support the authentication feature. This case uses a
tunnel mode SA.

Figure 1.5 End-to-End versus End-to-Intermediate Authentication
Now we look at the scope of authentication provided by AH and the authentication header
location for the two modes. The considerations are somewhat different for IPv4 and IPv6.
Figure 1.6a shows typical IPv4 and IPv6 packets. In this case, the IP payload is a TCP
segment; it could also be a data unit for any other protocol that uses IP, such as UDP or
ICMP.
For transport mode AH using IPv4, the AH is inserted after the original IP header and
before the IP payload (e.g., a TCP segment); this is shown in the upper part of Figure 1.6b.
Authentication covers the entire packet, excluding mutable fields in the IPv4 header that are
set to zero for MAC calculation.

In the context of IPv6, AH is viewed as an end-to-end payload; that is, it is not examined or
processed by intermediate routers. Therefore, the AH appears after the IPv6 base header and
the hop-by-hop, routing, and fragment extension headers. The destination options extension
header could appear before or after the AH header, depending on the semantics desired.
Again, authentication covers the entire packet, excluding mutable fields that are set to zero
for MAC calculation.
For tunnel mode AH, the entire original IP packet is authenticated, and the AH is inserted
between the original IP header and a new outer IP header (Figure 1.6c). The inner IP header
carries the ultimate source and destination addresses, while an outer IP header may contain
different IP addresses (e.g., addresses of firewalls or other security gateways).
With tunnel mode, the entire inner IP packet, including the entire inner IP header is protected
by AH. The outer IP header (and in the case of IPv6, the outer IP extension headers) is
protected except for mutable and unpredictable fields.
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Figure 1.6. Scope of AH Authentication
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