AUTHENTICATION

Authentication techniques are used to verify identity. Message authentication
verifies the authenticity of both the message content and the message sender.

Message content is authenticated through implementation of a hash function

and encryption of the resulting message digest. The sender's authenticity can
be implemented by use of a digital signature.

A common technique for authenticating a message is to implement a hash
function, which is used to produce a "fingerprint" of a message. The hash
value is added at the end of message before transmission. The receiver
recomputed the hash value from the received message and compares it to the
received hash value. If the two hash values are the same, the message was not
altered during transmission. Once a hash function is applied on a message, m,
the result is known as a message digest, or h(m). The hash function has the
following properties.

Unlike the encryption algorithm, the authentication algorithm is not required
to be reversible.

Given a message digest h(m), it is computationally infeasible to find m.

It is computationally infeasible to find two different messages m; and m;
such that h(my) = h(m,).

Message authentication can be implemented by two methods. In the first
method, as shown in Figure 05.17 (a), a hash function is applied on a
message, and then a process of encryption is implemented. Thus, a message

digest can also be encrypted in this method. At this stage, the encryption can



be a public key or a secret key. The authenticity of a message in this method
is assured only if the sender and the receiver share the encryption key. At the
receiver site, the receiving user 2 has to decrypt the received message digest
and compare it with the one made locally at its site for any judgments on the

integrity of the message.
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Figure 5.17. Message authentication: (a) combined with encryption; (b)

use of the hash function

In the second method, as shown in Eigure 5.17 (b), no encryption is involved
in the process of message authentication. This method assumes that the two
parties share a secret key. Hence, at the receiving site, the comparison is
made between the received h(m) and the message digest made locally from
the received message. This technique is more popular in the security
infrastructure of the Internet Protocol. Among the message authentication
protocols are the MD5 hash algorithm and the Secure Hash Algorithm
(SHA). SHA is the focus of our discussion.
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