
Session Sixteen: Requirements of the ‘End User’ for Life Time Proof Testing, Maintenance and 
Management of Change in Operation 

Safety Control & Instrumentation Systems Conference 2009 – IDC Technologies 
1 

  

Session Sixteen: 
 

Requirements of the ‘End User’ for Life Time           
Proof Testing, Maintenance and Management               

of Change in Operation 
 

Ian Hitchen and Andy Proctor 
Directors: Rowan House Ltd 

 

 

Abstract 
This paper will focus on how the 'End User’s’  inputs into the lifecycle stages: the 
Hazard & Risk review; allocation of safety related systems and for SIF production of 
the Safety Requirements Specification identifying the following items:  

Safety Integrity Level; Demand Rates; acceptable Proof Test and Maintenance 
intervals: acceptable proof test method and coverage. 

The designer needs these to meet the SIL of each Safety Instrumented System (SIF) and 
to provide facilities to enable proof testing on-line throughout the life of the SIF. 

The User and Safety Requirements Specification with the design Technical File are the 
basis for validation and the proof test to be used as part of commissioning.  

To meet the lifetime SIL the 'End User' then develops proof testing that will validate 
the design intent of each SIF throughout its life.  

This involves the managing of proof testing; non-conformance reporting and follow-up 
and the Management of Change and verifying and managing competence. 

 

Life Cycle Phases: Hazard & Risk assessment: Allocation of safety functions; Safety 
Requirements Specification; Installation, commissioning and validation: Operation and 
maintenance; Modifications 

 

Introduction 
UK and European legislation require that the 'End-User' reduces the risk to people and 
the environment to a ‘ tolerable’  level. Where risk reduction is provided by 
Instrumented Functions then these must be maintained to ensure that they provide this 
risk reduction to ensure safe operation of a unit through out its life. 

Where risk reduction is achieved by the application of Safety Instrumented Functions, 
SIF, with an identified Safety Integrity Level, SIL, then the requirements of IEC 
61508/IEC 61511 are considered as a benchmark of good practice. This is met by 
having a ' Management of Functional Safety' policy in operation which includes SIF 
proof testing, maintenance and control of change. 
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The End Users Roles 
Hazard &  Risk Assessment 

The initial involvement of the ‘End User’  is to ensure that a Hazard & Risk, ideally a 
HazOp, assessment has been conducted for the proposed (or installed for existing) 
plants. 

The outcome of which, will be identification of possible residual risk to 
people/environs/assets when identified risks are evaluated against the Corporate 
‘Tolerable’  target of risk for people/environs/assets. 

Where a gap is identified then considerations to remove the gap are generated. These 
may be a non-instrumented solution or an instrumented solution. 

 

If the identified risks are to be reduced to the tolerable value by the application of 
dedicated instrumented functions then these need to be classified1 and their required 
Safety Integrity Level evaluated to meet the corporate tolerable risk target. 

 

Requirements Specification 
The ‘End User’  then needs to produce a User Requirement Specification and, in 
accordance with IEC 615112 , a Safety Requirements Specification. (for a part example 
of  U&SRS see appendix one). 

A major part of the Safety Requirements Specification is the identification of the 
required minimum proof test interval, the required minimum maintenance interval, 
whether on-line proof testing is acceptable and if that proof test may or may not be 
achieved by process manipulation. 

These factors will have a significant impact on the Instrumented Function design in 
order to achieve the required SIL and the target minimum spurious operation rate. 

The design process will need to provide for Proof Testing with special requirements 
where on-line testing with partial function blocking is required. 

The most difficult sub-system to test on-line is the operated sub-system which 
incorporates a valve. Valves normally cannot be operated to the full closed, or open, 
position on-line this is significant design problem. This is in general the Probability of 
failure on demand average, Pfdavg,  for a valve in many process applications is 
inherently hard to achieve without proof testing annually or even bi-annually. The 
availability to achieve a full design functional test is often every four to five  

years as operators extend their planned shutdowns to maximise on-stream and minimise 
costs. 

                                            
1 Classification is the determination of the risk function of the IF, which may be for People, a Safety 
Instrumented Function, SIF: for environs, a Environ Instrumented Function, EIF: for Assets, a Asset 
Instrumented Function, AIF or some combination of these. The SIF requirement is the dominant 
function. 
2 BS EN IEC 61511 Functional safety-Safety instrumented systems for the process sector 
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The compromise solution is to provide partial stroke testing with diagnostics and to 
include any associated control valve to provide a measure of diversity. (Noting that, a 
failed control valve may be the cause of a demand on the SIF). 

 
Validation 
Once a design has been approved, meeting all the requirements of the User 
Requirements Specification and the Safety Requirements Specification the designer 
needs to liaison with the ‘End User’  to develop the validation3 testing. 

Validation, (Site Acceptance Testing), is a critical phase of the SIF/SIS lifecycle. It is at 
this phase that the site personnel gain hands-on knowledge of the design, its 
functionality, and the installation. 

It is a detailed installation inspection, verification of set values, verification of each 
SIFs functionality and all user and maintenance interfaces.  

Personnel experience recommends that the final ‘end to end’  SIF functional test is 
integrated into the plant’s commissioning programme.  

For example during boiler boil out when the boiler drum will be filled and emptied this 
often done in the final phases at some reduced pressure, 35 Barg on a 103 barg boiler, 
this provides an ideal opportunity to proof test the low low level SIF. 

Nitrogen purging of the fuel lines is another opportunity to test the low low and high 
high pressure SIFs. 

The meeting the full validation requirements of 61511 are time consuming and must be 
planned into the commissioning programme. It is important that the operations 
management understand the importance of this phase. 

It is on a par with the requirements of DSEAR4 regulation 7 and meeting BS EN 
60079-175. 

The out come from the proof test development will be formal procedures and 
documentation that can be used in the future to validate the SIFs following planned 
outage maintenance. 

 

Operating and Maintenance 
The unit operator has a legal requirement to maintain all safety related systems such 
that they will continue to provide their designed risk reduction. 

For Safety Instrumented Functions this will require the establishment of and operation 
of procedures that will ensure that each SIF is proof tested to the scheduled used in the 
design, (from the SRS), and maintained as identified in the design technical file, which 
must include the vendors safety manual. 

                                            
3  BS EN IEC 61511-1, 15 to validate, through inspection and testing , that the installed  and 
commissioned safety instrumented system and its associated safety instrumented functions achieve the 
requirements as stated in the safety requirements specification. 
4  Dangerous Substances and Explosive Atmospheres Regulation ( ATEX 137) 
5 Electrical apparatus for explosive gas atmospheres 17: Inspection and maintenance in hazardous areas. 
Also the equivalent for dusts. 
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In addition there is a need to have non-conformance procedure, management of change 
procedure, competence management and regular audits by senior personnel. 

Proof Testing. 

The importance of proof testing to the schedule defined in the design phase cannot be 
over stressed. If proof testing is not achieved to the schedule or does not achieve the 
designed coverage then there is no guarantee that the SIF will provide its design risk 
reduction. 

Failure of the SIF under these circumstances may result in injury or worse to people 
and could result in prosecution. 

The Proof Test. 

This is detail procedure preferable written by the SIF designer in conjunction with the 
I&E maintenance engineer and plant senior operator It will be very detailed providing a 
step by step test method detailed to 

1. Maximise test coverage: 
2. Minimise risk to personnel:  
3. Avoidance of spurious shutdowns:  
4. Avoidance of testing errors 

The proof test needs to be written by personnel trained & competent in proof testing 
and fully aware of the process risks associated with carrying out the proof test.  

The written proof test protocol should be subject to formal document control 
procedures. 

The written proof test protocol should take account of recognised human factors in 
order to reduce the potential for errors and violations 

The written proof test protocol should describe all identified hazards associated with 
undertaking the test together with the any necessary precautions. That is for each proof 
test an associate job risk assessment must also be produced. 

The written proof test protocol should describe all identified hazards associated with 
undertaking the test together with the any necessary precautions  

All test equipment used for proof testing SIS should be calibrated and the calibration 
should be traceable to recognised national standards. 

Proof tests should address the necessary functional safety requirements of SIF, 
including functions such as response time and valve leakage class. 

This requires the provision of a SIF’s Design Intent and details of the SIF loop 
equipment, configuration and schematics 

Proof testing should be designed to expose any reasonably foreseeable unrevealed fail-
to danger fault conditions in all components including process sensors, logic solvers 
and final elements, and in the means of connecting the SIF to the process. 

The proof test of a SIF should reflect real operating conditions as accurately as 
possible.  

If reasonably practicable, the SIF should be initiated by manipulation of the process 
variable without driving the process into the hazardous condition.  

Any approach which involves driving the process into the demand state should be 
accompanied by risk assessment and additional controls. 
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Where process variables cannot be safely or reasonably practicably be manipulated, 
sufficient confidence in the correct operation of sensors should be gained by 
simulation, which maximises the % of the loop tested also comparison with other 
measurements. 

The inherent difficulties associated with testing valves and in-line measurement should 
be addressed during the design phase of SIF and additional provisions such as 
corroborative measurements should be made where necessary. 

Where the partial testing of SIF or components of SIF is adopted, the impact on process 
operation, functional safety and overall test coverage should be established by 
assessment and additional controls should be applied where  

SIF installations should be tested as found and should not be disturbed during proof 
testing. 

The procedure must describe in detail the putting back into service following the proof 
test. That is, ensuring that the SIF is returned to its full functional state, unless the it has 
not achieved its design functionality. 

Proof testing should be an integral and explicit part of the planning and scheduling of 
the safety management system. 

The timing of proof tests should be dictated by the need to demonstrate and maintain 
functional safety and should not be compromised by operational or  business 
considerations. 

The results of proof testing should be recorded and maintained for the purposes of 
periodic reporting, audit and historical analysis. Data arising from proof testing should 
be collated, reviewed and acted upon in order to maintain or improve functional safety. 

 

Non-conformance Procedures. 

If the SIF fails to meet its design intent during proof testing then this must be recorded. 

For failures such as failed to operate within their set value tolerance then it may be 
acceptable for the test technician to reset. A full functional proof test must then be 
carried out 

For failures that identify a functional failure of an element with in the sub-system being 
tested this must also be recorded. 

In addition the senior plant operator must be advised that the SIF has failed and be 
advised of the expected time to repair.  

The operator will need to provide alternative means of achieving the required 
functionality of the SIF. This will mean that a risk assessment is required based on the 
identified risk(s) the SIF is reducing. This may entail arranging for redeployment of 
operating staff with written procedures of what to do if X and/or Y occur. 

It is recommended that this is formalised using the Management of Change procedure. 

 

SIF Maintenance 
Maintenance of safety instrumentation is essential and must be scheduled as defined in 
the SRS. Maintenance of these risk reducing system elements is on a par with 
maintaining any Ex certified equipment. 
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What maintenance can be done is limited by the instructions in the safety manual of 
that item, and it is only permissible to change out one of the loop items for another on a 
like for like basis. The replacement must be configured as the existing. If a different 
model or make is to be used as a replacement then a management of change is required 
to verify that the replacement meets not only the SIL and Hardware Fault tolerance but 
also the User and Safety Requirements Specifications. 

It is essential that those maintaining the SIF elements are fully aware of the limits of 
maintenance, (as for Ex maintenance), have been trained and are competent. 

It is essential that any manufacture’s service personnel are aware that an element forms 
a part of SIF and is aware that only  safety certified Firmware upgrades are permissible 
and only if the upgrade has been authorised by the client via their management of 
change procedure.  

A detailed job method needs to be produced too ensure that the serviced element is 
setup as pre-maintenance. It is especially important that the element is set to read only 
and not left in a write state. 

Following maintenance a fully validation is essential. 

Detailed records of all maintenance must be established. 

Competence Management 
Competence of all people involved with any aspects of the lifecycle phases is essential  
if 61508/61511 conformance is to be claimed. 

In addition UK law made under the Health & Safety at Work Act has a common theme 
of requiring competence. See slide below. 

 

Profitable Safety

ROWAN HOUSE
LTD www.rowanhouse.co.ukSlide: 5

Management of Health and Safety at Work Regulations 1999
Regulation 7   Health and safety assi stance

(1)  Every employer shall … appoint one or more competent persons to 
assist him in undertaki ng the measures he needs to take to comply wi th the 
requirements and prohi biti ons imposed upon him

Regulation 13   Capabi lit ies and traini ng
(1)  Every employer shall, in entrusting tasks to his employees, take into 
account their  capabi liti esas regards health and safety.
ACOP:
When allocating work to employees, employers should ensure that the 
demands of the job do not exceed the employee’ s ability to car ry out the 
work without r isk  to themsel ves or  others.

Electricity at Work Regulations 1999 Reg 16: .. No person shall  be engaged in any work 
activity where technical  knowl edge or experience is necessary to prevent danger .. 

DSEAR Reg 7 (4)  Veri ficati on  of  hazardous areas explosion safety by a 
competent person in explosion safety
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Competence, especially in the fields of Safety Related Systems is a concern of the UK 
HSE who has produced Management of Competence guidance. 

 

 

Status. 

Official HSE guidance document 

Following the guidance is not compulsory and you are free to take other action.  But if 
you do follow the guidance you will normally be doing enough to comply with the law 
where this is regulated by HSE.  HSE inspectors seek to secure compliance with the 
law and may refer to this guidance as illustrating good practice 

Aims of the documents. 

Describe and give rationale for the main features of a competence management system 
(CMS) …… necessary for an organisation to meet UK legal requirements 

At a general level: not sector specific 

Guidance on efficient set-up and operation 

 

What actual measure of competence is required is not defined, however in accordance 
with 61508 the level of competence required in terms of know-how and experience will 
be higher the greater the risk reduction required of the SIF and hence the required SIL 
level of SIF. For an example of a competence criteria. (see appendix two) 

 

Functional Safety Audits 
In essence the purpose of any audit is to verify that what is required to be done to meet 
an objective is actually being done to the required standards and procedures. 

For functional safety this audits need to be by a team, lead by a Senior Manager, of 
knowledgeable personnel include plant operator, maintenance, safety and safety reps. 
(Team leader familiar with 61508/61511) 

Audit Output.  

A formal report identifying positive aspects and suggested improvements. 

Managing 
competence for

safety-related 
systems

Part 1: Key guidance

Managing 
competence for

safety-related 
systems

Part 1: Key guidance

Managing 
competence for

safety-related 
systems

Part 2: Supplementary 
material

Managing 
competence for

safety-related 
systems

Part 2: Supplementary 
material
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Audit Aspects.  

All SIF / SIS are registered with: 

Associated risk assessments and SIL classification 

Proof testing procedures exist and achieved. 

Proof test procedures are current & approved. 

Non conformance is recorded, reported and followed up as per the management 
procedures and corrective action is within the time specified during the design phase 

Non conformance is recorded, reported and followed up as per the management 
procedures and corrective action is within the time specified during the design phase 

Management of change follows the procedures at all phases 

All relevant documentation is up to date and an audit trail exists 

Competence has been assessed and continually reviewed with follow up on agreed 
actions. 

 

 

Summary 
The ‘End User’  has total responsibility to ensure that process units are operated safely 
throughout the life of their operation. 

 For the Management of Functional safety BS EN IEC 61511provides a bench marks of 
good practice. This standard and the generic standard BS EN IEC 61508 is more than 
about Instrumentation and the province of the I&E department 

The plant manager has a primary role in all the phases of a plant’s Life Cycle and a 
legal responsibility to ensure that the plant is operated and maintained to reduce the any 
risk to people (and the environment) to the corporate ‘Tolerable’  level. To achieve this, 
those that operate and maintain the plant must be competent to do so. 

Where Instrumented Functions have been identified as providing part of the required 
risk reduction then implementing all aspects of 61511 will enable the operator to 
demonstrate that the legal requirements of reducing risk to people is being achieved. 

Following 61511 requirements from hazard & risk assessment, safety requirements 
specification and operation & maintenance can help to improve a Company’s bottom 
line over the life time of the plant.  
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Appendix One 
Example User and Safety Requirement Specifications Contents, (Par t only) 

Introduction 

All instrumentation for measurement & control and those providing a Safety 
Instrumented Function shall conform to Instrument Engineering Design & Installation 
IENI xxxxx. 

All instrumentation for measurement & control and those providing a Safety 
Instrumented Functions shall be purchased from the approved vendors only as 
identified in the Approved Instrument Vendors List AIVL xxxxx. 

In a addition each Instrumented Function either for risk reduction for People, 
Environment or Asset shall in addition to the above meet the Safety Requirement 
Specification as defined for each Instrumented Function. 

These Instrumented Functions, (IF) are required to meet full conformance with IEC 
615116-1, 2   inclusive of all requirements for the Management of Functional Safety 
and documentation. As well as specific requirements identified in this document. 

Any software based equipment must be accredited as meeting the requirements of IEC 
61508 -3 

The required Integrity Level to be achieved by each function is identified in Annex 1: 
Safety Instrumented Function User Requirement Specification shall achieve a PFD of 
at least 80% at the top of the band of each required SIL 

 

Scope of Supply: 

The Safety Instrumented System Supplier is required to provide a package that is 
inclusive of Design, Supply, and Build, including a Factory Acceptance Test, Install 
and Commission at site based on the following specification. 

The supply will include all instrumentation, process piping, cables, junction boxes tray 
/trunking with mounting supports. 

A suitably sized UPS and all DC power packs. Which are CE approved 

The design and supply is to include an appropriate alarm unit to provide the status, pre-
alarm, alarm and test-in-progress status. 

The design should consider an independent Operator Interface as an alternative to 
interfacing with the existing DCS and to provide additional information to the operator 
as well as help pages and alarm response instructions, fault-finding and diagnostics. 

Provision of a Design Technical File, inclusive of all equipment instructions, 
procedures in response to alarms and diagnostic messages, proof-testing procedures, 
test-intervals etc.  

The supplier should indicate the extent of their services and capability for servicing, 
maintaining and managing proof-testing of the completed safety system although a 
service contract will be the subject of a separate order. 

                                            
6  IEC 61511 Functional safety – Safety instrumented systems for the process industry 
sector. 
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Diagnostics.  

Maximum use of diagnostic shall be applied.  

 Measurement and Operated Sub-system Diagnostics. 

The diagnostic shall be configured to provide a warning alarm which will advise the 
operator what is the required action to take for each diagnostic alarm. 

The diagnostic shall be configured to provide; 

For a single channel design:   

The equivalent function of the IF is to be performed and an alarm which will advise the 
operator the cause of the trip.  

For voting Channel design 

Where the IF has been achieved without the need for redundancy then a procedure for 
ensuring that the unit is still operated safely must be developed with the unit operator.  

Where such a procedure requires the operator to carry out a safety related function 
these diagnostic alarms must form part of the SIS. 

Where an IF utilises redundancy to achieve the SIL or for spurious operation robustness 
then the IF configuration can be automatically adjusted to a different configuration on a 
diagnostic alarm. The reconfiguration must maximise the SIL achieved, (e.g. 2oo3 to 
1oo2 then 1oo2 to 1oo1) 

Where the operator is required to initiate a repair, then that alarm may be part of the 
BPSC but will be subject to Proof Testing and Management of Change. 

The alarm will only be audible acknowledgeable. The visual display will remain as an 
active and only resettable when the diagnostics are ‘normal’ . That is the unit has been 
repaired test and is in service. 

The repair must be achieved within the MTTR defined and used in the SIL calculation. 
If the diagnosed failure is not repaired within this time, the diagnostic alarm must be re-
initiated. A new MTTR window of half the specified MTTR will then be 
implemented. 

If the repair is not achieved within this period then: 

For redundant systems, the diagnostic alarm will re-initiate. The audible will be 
acknowledgeable but the visual will remain as an active flashing display. 

For non-redundant systems the IF designed intent will be initiated. 

 

 Logic Solver Diagnostics. 

For a 1oo1 configuration where the diagnostics identify that, the designed safety 
function is not achievable: 

 the input is invalid, 

 the output fails to change state,  

 a sum check error  
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A SIS based alarm will be initiated AND the outputs that are required to be de-
energised place the unit into a safe state must be globally de-energised independent to 
the output card.  

For voting Channel design, (1oo2 or 2oo3) 

The logic will fail gracefully to a different voting configuration and an alarm which 
will advise the operator.  

For a 1oo2 configuration where the diagnostics identify that the designed safety 
function is not achievable, e.g. the output failed to move then the alarm will only be 
audible acknowledgeable. This alarm may be part of the BPSC but will be subject to 
Proof Testing and Management of Change. 

The visual display will remain as an active and only resettable when the diagnostics are 
‘normal’ . That is the unit has been repaired test and is in service. 

The repair must be achieved within the MTTR defined and used in the SIL calculation. 
If the diagnosed failure is not repaired within this time, the diagnostic alarm must be re-
initiated. A new MTTR window of Four  Hours will then be implemented. 

 

If the repair is not achieved within this period then: 

For redundant systems, the diagnostic alarm will re-initiate. The audible will be 
acknowledgeable but the visual will remain as an active flashing display. 

For non-redundant systems the IF designed intent will be initiated. 
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Appendix Two 
Example  Process  Sector  Competence Standard for : 

SIF Maintenance and Proof Testing.  

Function: 

To maintain safety related instrument systems up to SIL 2: 

To carry out On-line and pre-start-up proof tests up to SIL2: 

To provide non-conformance reports for review by the plant manager: 

To raise remedial work requests in the computerised maintenance system: 

To update the proof testing schedule and maintenance schedule: 

To enter into the CMS all work history, etc…… 

       Competence Level Example 

Supervised practitioner: Note this role will be limited to SIL 1 functions and exclude 
any programming of logic systems. 

Competence Requirements. 

Educational qualification to at least HNC measurement & control 

Trained in I&E maintenance up to NVQ level 3. 

2 years post training in a maintenance role on the site as an I&E technician  

1 year maintenance function on the plant of responsibility as an I&E technician 
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Training in the concepts of proof testing and maintenance requirements of BS IEC 
61511 

Competence Assessment 

Assessors 

Assessors should have good knowledge and understanding of safety instrumented 
systems and IEC 61508 and IEC 61511, as well as substantial experience in working 
with SIS. They should be recognised within their organisation or industry as authorities 
on the technologies or processes used. Assessors should be formally assessed for their 
technical competence as well as being trained and skilled in interviewing and coaching. 
They may be from the candidate’s own organisation or from a separate organisation. 

Basis of Assessment. 

The competence standard and assessment record should be prepared for each candidate, 
recognising their specific role and responsibilities. 

Assessment Preparation. 
In preparation for the assessment interview, the candidate should assemble 
documentary evidence where available. Witness testimony can also be used where a 
colleague or previous supervisor of the candidate attests to the candidate’s performance 
of specified activities. 

Assessment Interview. 

The assessment interview will involve the assessor and candidate. It might also be 
beneficial for the candidate’s immediate supervisor to take part. The assessment 
interview should take at least two hours to fully review documentary evidence for each 
competence standard component. 

The assessor should conclude if the requirements for each component have been 
satisfactorily met, or if there are gaps. The verbal and written evidence should be noted. 
It is sufficient to discuss one or two examples for each component. Gaps should have 
agreed actions. Where a gap is significant, a gap management action should be agreed 
at the time of the interview or later. 

Assessment Output. 
The assessor should provide an overall conclusion which will be one of: 

�  fully competent to fulfil the competence requirements of the role; 
�  fully competent to fulfil the role with gaps that can be successfully managed; or 
�  not competent to fulfil the role. 

The assessor should specify a future review date. 

The competence assessment record should be retained by the organisation and by the 
candidate to assist personal development. 
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Appendix Three 

Proof Test Flow Chart  
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